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1 Getting Started

1.1 Overview

The TEKTELIC TEMPO Application integrates seamlessly with TEKTELIC's TEMPO Tablet and Smart
Room Devices to create an end-to-end room booking solution. The TEMPO application provides
users with an intuitive and practical platform to easily book, cancel or modify meetings remotely
from their PC or mobile device, or right at the meeting room location using the TEMPO Tablet.
The information collected through the application allows users to better understand the
utilization demand and trends for their office’s shared meeting room spaces.

TEKTELIC’s TEMPO Application is fully integrated with the leading meeting booking software
platforms, Microsoft Azure and Google GSuite. The web-based application provides a bridge from
the organization’s meeting booking software to the TEMPO Tablet physically located at the
meeting room location.

1.2 Setup Requirements
In order to ensure an efficient setup please ensure you have the following:

1) LoRaWAN gateway operating on Tektelic network server
- https://lorawan-ns-eu.tektelic.com/

- https://lorawan-ns-na.tektelic.com/

2) Tektelic TEMPO tablet with commissioning information
3) Access to Kona Core (Formally Tektelic Network Server)

4) Access to TEMPO Application (Formally Book Now Application)
- https://tempo.tektelic.com/

If you are missing any of the above items please contact Tektelic via the support portal
https://support.tektelic.com

NOTE: You will also require details for the Microsoft Outlook or Google Gmail account you
integrating with. For Microsoft Azure this is a Tenant ID, Client ID, and Client Secret. For Google
GSuite this is an API Key, Client ID, and Client Secret. Further Details on enabling the appropriate
permissions for Microsoft Calendar and Google Calendar access can be found in the Appendices
of this document. You canals raise a ticket through the Tektelic support portal, or contact either
Microsoft or Google for support.
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2 TEMPO Application Setup Flow

Setup flow can be performed only by office manager (has administrator rights). When logging in
in for the first time you will be prompted with set up flow in the below order. The information
entered in the setup flow can be edited at a later date by navigating to the respective menu within
the application. See users guide located on the support portal for more detail.

1) SMTP Settings

Enter the credentials of the email account that will be used to send outgoing mail from the
application (such as password resets to users)

2) Welcome page

Read the information on the welcome page and if you have all the items select checkbox “I have
checked list above” and click “Continue” button.

TEKTELIC  Set up Tempo Application

Welcome Page

Please proceed through a quick setup flow to complete the setup of your Tempo
You would need your Tempo tablet, Network Server and Microsoft/Google account to configure and synchronize your system
Before we start, please make sure you have all the items below checked

* Gateway, Tempo tablet. and Smart Room sensor (optional). You will need at least one Gateway to have your end devices (Tablets and Sensors) connected
o Gateway ID (GW ID). It is written on a sticker at the bottom of your Gateway.
o DevEUI. AppEUI and AppKEY of your Tempo Tablets and Smart Room Sensors. Check the e-mail from your sales representative or package with your device
to find them
» Tektelic Kona Core Network Server account. If you don't have it - please contact Tektelic support
* Admin-level access to your Google Workspace (G Suite) or Microsoft 365 business. Please note, that if you want to use TEMPO with Google Workspace - you need
to have a domain registered first.

(¥) I have checked list above

3) Network Sever Settings (KONA Core)

Select the region of your network server account and enter the login credentials of NS — username
(email) and password and click “Connect” button. You will see the message “Successfully logged in”.
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TEKTELIC  Set up Tempo Application

e o o (5) 5

Welcome Page Network Server Settings

Enter the login credentials from network server account
which you have already used or use credentials, which Group of devices @ Create new group and go to the next step
we sent you in email

sgoncharenko_ble_asset
® Europe O North America

Test for Support Portal (NS-1350)

yvoroninazatektelic.com

CT Application

My Application
yvoronina_tablet
v/ Connected to network server

+/ Success x
Successfully logged-in

After connecting to your account on TEKTELIC NS you have 3 options:
- Select created before on TEKTELIC NS Group of devices and click “Next step” button.

TEKTELIC  Set up Tempo Application

e ) o 0 —— 0 o

\Welcome Page Network Server Settings

Enter the login credentials from network server account,
which you have already used or use credentials, which Group of devices @  Create new group and go to the next step
we sent you in email

CT Application
® Europe O North America
My Application
yvoroninazgtektelic.com v yvoronina_tablet

Balenko-test

Change account
- LeapX AC Switch

" Connected to network server

- Create new group. To do this click on “Create new group and go to the next step” and fill the name
of Group of Devices.

- Change account to another one. Click the “Change account” button and enter the login credentials
of NS — username (email) and password and click “Connect” button. You will see the message
“Successfully logged in”.
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4) Calendar settings

Make integration with your existing calendar. Choose your service provider: Google calendar

(Appendix B) or Microsoft Outlook Calendar (Appendix A). Make sure that you sign with rights of
admin.

TEKTELIC  Set up Tempo Application

© L o

Welcome Page Network Server Settings Calendar settings

ntegration with your existing calendar
choose your service provider: Google calendar or
icrosoft Qutlook calendar

Please make sure that you sign in with rights of admin

Previous step )

Note that if using Microsoft Outlook Calendar the setting it up involves 4 steps. After each step
click “l have completed this step” to go to the next one. After the last step with APl permissions
click on the “Next Step” button to go to the Gateway Registration step.
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niter. Press Add resource button

= Tektelic Communications Inc. & bakmede
& Hom .
Rooms & equipment
A usens ~
" Groups v
) Refresh 0 Search “Filter =
Fa Roles
B Resoueces - Name: Email Type.
| Reoms & equipment
o
Sites
2 silng ~ Rosm
0 support ~ Equpmers
& setings - [am—
B sup Eosamers
k= Reporss & Eqummer:
G Health ~ Razm
Admin centers Fen
oo
O seany
@ Complance fes

& ks Actve Diectory

B Bcange - ®
heen
=
.

- Go to the https://admin.microsoft.com/Adminportal/Home?source=applauncher#/ResourceMailbox
to the Room & Equipment and click the “+ Add resource” button.

Fill i Raom name anc Room email felds. Press Save button Now you can use fhis emal during Bulldings and Rooms Registration siep

Add resource

Create a mailbos for things like a co) company sai, or equipment that
- resarable

=Y -

- Add resource as shown on screenshots.
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rsList Blace ane find Tektelic Tempo applcation

Home > App registrations > Tektelic Tempo

App registrations =

+ New regi @ ints  /? Troubl g L Download [ Preview features = < Got feedback?

@ Try out the new App registrations search preview! Click to enable the preview. —

@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue t
to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All appli ! Owned appli

£ Start typing a name or Application ID to filter these results

Display name

Tektelic Tempo

\

- Go to the https://portal.azure.com/#blade/Microsoft AAD RegisteredApps/ApplicationsListBlade

and find Tektelic Tempo application.

o to. AP| permission tah ard click on "Grand ads ant for.

Home > App registrations > Tektelic Tempo

= Tektelic Tempo | APl permissions  »

earch (Cmd+/) « (D Refresh & Got feedback?
B overview e
Configured permissions
& Quickstart

Applications are authorized to call APls when they are granted permissicns by users/admins as part of the cor

5" Integration assistant all the permissions the application needs. Learn more about permissions and consent

Manage -+ Add a permission |~/ Grant admin consent for ACME Communications Inc.
= Branding API / Permissions name Type Description
2 Authentication v Microsoft Graph (7)
Certificates & secrets Calendars Read Delegated ~ Read user calendars
11! Token configuration Calendars Read Application  Read calendars in all mailboxes
API permissions Calendars.Read.Shared Delegated  Read user and shared calendars
& Expose an AP Calendars ReadWrite Delegated  Have full access to user calendars
&2 App roles | Preview Calendars ReadWrite Application Read and write calendars in all mailboxes
. Owners CalendarsReadWrite.Shared  Delegated  Read and write user and shared calendars
& Roles and administrators | Preview User.Read Delegated  Sign in and read user profile

Previous step

- Go to API permission tab and click “Grand admin access for ACME Communication Inc.”.
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5) Gateway Registration

If you have already registered your gateways on the Kona Core (Network Server) and added your
account details to the TEMPO Application (step 3) then simply select the Gateways Group and go
to the next step.

KTELIC  Set up Tempo Application

communications

Welcome Page Network Server Settings Calendar settings Gateways registration Buildings and Rooms Devices Registration
Registration
Gateway groups C' +Add gateway group Gateways +Add gateway

YT_GWs ra v Gateway name Gateway ID Gateway model N

GW-647FDA00O7AAL 647FDAFFFE007AAL Kona Micro EU GW/ ’
v vnronina_gw / Gateway name Gateway 1D Gateway model

647FDAFFFE00AR47 647FDAFFFECOAS47 Kona Micro EU GW 7

ORTest ra

LeapX Gateways 7

test tempo gateway group ra

—

v1.3.3

Here you can either create a new gateway group by clicking “+ Add gateways group” button and
fill the group name, then click the “Add group” button.

Add gateway group

[ Enter group name

Tempo

Com )
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After completing the previous step select the created group and click “Add gateway” button. Fill
all fields as Gateway ID and Gateway model and click “Add gateway” button.

Add gateway

Enter gateway id

Enter gateway model

ComD) @i

6) Buildings and Rooms Registration

Create a Building by clicking the “+ Add building” button and adding building name, building
country, building time zone, building address and working day.

Add building

Building name

Building address

Working day @

Start time End time

Bvon @1ue @wed E@Thu EFi [ Jsat [ sun

-

T0006073_TempoSetupGuide Version
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Select the created building and add a Room by clicking the “+ Add Room” button and adding the
room name, room email, floor, room capacity, enable/disable “Enable false booking for this
room” and room equipment.

Add room

Room name

Room email

Floor Room capacity

[ JEnable false booking for this room

Room equipment

(JTv [ )webCamera [ IProjector [ |Whiteboard

After creating Building and click “Next step” button.
7) Devices Registration

If you have already registered your devices on the Kona Core (Network Server) and added your
account details to the TEMPO Application then simply select Device and go to the next step.

TEKTELIC  Set up Tempo Application
Welcome Page Network Server Settings Calendar settings Gateways registration Buildings and Rooms Devices Registration
Registration
Devices @ +Add device
Device type Device name Device EUI Assign to room
test B47FDA0O000OSABE ‘ o ‘ /s L]
Device type Device name Device EUI Assion to
Add Tablet 647FDAcoooooB1Fo ‘ ign to room 4 ]
Device type Device name Device EUI i
Add SRS 647FDAcoooooC2E2 ‘ Assign to room ‘ s [ ]
Device type Device name Device EU:
Add SRS 647FDAcoco00C1EL ‘ Assign to room ‘ s L]
Device type Device name Device EUl Assign to ‘
Add Tablet 647FDAcO00007AE7 ‘ gn fa reom 4 ]
vliaa
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Here you can either create a new gateway group by clicking “+ Add device” button and fill in all
necessary fields, then click the “Add device” button. Note: in this step you have the option to assign
the device to the room. Click on “Assign to room” and select from the drop-down list the name of
room.

Add device

[ Device type

‘ Device EUI

Application EUI

Application key

[ Assign to room

Also, you have the following option at this step:

- Edit existing device information. Click on the pencil button. After changes click “Edit device”
button to apply changes.

T0006073_TempoSetupGuide Version
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- Delete existing device. To do this click trash button.
- Assign the device to room. Click on “Assign to room” button and click on the pop-up window
with information about the room.

TEKTELIC  Set up Tempo Application

Welcome Page Network Server Settings Calendar settings Gateways registration Buildings and Rooms Devices Registration
Registration
Devices Room, 1 Floor, Building , building +Add device
address

Assign to room Va ]

Add SRS 647FDAocoooooCzE2
Assign to room Vi ]

Add SRS 647FDAocoooooC1EL
Assign to room Va ]

Add Tablet 647FDA0000007AE7
Assign to room Vi ]

Add Sensor-CBo1 647FDA000C00CBOL
Assign to room Va [

Add BLE_Rev(B) 647FDAcoo0007B8B

Previousstep ) Finish

Note: if using an EU device: we strongly recommend adding channels 867.1, 867.3, 867.5, 867.7 and
867.9 to the CF list on network server. This is done by selecting the advanced network settings at
either the device or application level.

If there is any difficultly with the above steps, please refer to Network Server (Kona Core)
documentation located on the support portal https://support.tektelic.com/ . This platform can also be

used to contact a member of our support team directly.
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3 Appendix A - Microsoft (Azure, Outlook) Credentials

3.1 Loginto Azure

Login to https://portal.azure.com with admin credentials for your Microsoft account. Select All
Applications and add Graph Explorer to the list of user applications.

3.2 App registration

1. On the Home page choose Azure service “App registrations”.

= Microsoft Azure £ search resources. services, and docs (G+/)

Welcome to Azure!

Don't have a subscription? Check aut the following options

L

Start with an Azure free trial

Manage Azure Active Directory

roducts and services, 1t policies, and enhance security

Azure services

Access student benefits

wun o = = Py
+ | 8 ([ & = 5] < g >
Creates App Virtual App Services torage SQLdatabases  AcureDatabase  Azure Cosmos  Kubernete More services
yyyyyyyy registrations machines 08 services

Navigate

nan
— () asieceimn B o« Bl ounbond
Tools

2. Add a new application by clicking “+ New registration”.

T0006073_TempoSetupGuide
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https://portal.azure.com/#home

Microsoft Azure £ search resources, senvices, and docs (G+/)

App registrations %

Endpoints & Troubleshooting & Download (Preview) Q Got feedback?

@ Vecome o the new and improved A regisrations

Genarally Avallable). Sea what's new and learn more on how

@ Starting June 30th, 2020 we will o longer add any rew festures to Azure Active Dicectory Authentication Library (ADAL) and Azure AD Graph, We will continue to provide technicalsupport and security undates but we will o longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Ubrary (MSAL and
Microsolt Gragh. Learn more

Allapplications  Owned applications
O Start typing a name or Application ID to filter these results

Display name

Application (client) ID Createdon  Certificates & secrets

No results.

This account isn't listed 35 an owner of any applications in this directory.

View all applications in the directory

3. Register the new application by adding a Name, choose supported account type “Accounts in
any organizational directory (Any Azure AD directory - Multitenant)” and click “Register”.

Microsoft Azure £ search resources. senvices, and docs (G+/)

Home > Ap

tration:

Register an application

* Name

The user-facing display name for this application (this can be changed later)

= )

Supported account types
Wha can use this application or access this API?

() Accounts in this organizational directory only (Tekdsiic Communications Inc. coly - Single tenant)

I Gitectory (Any Azure AD Girectory - Mullitenant) and personal Microsoft accounts (eg. Skype, Xbox)

Redirect URI (optional)

We'l retun the authentication response to this URI
changed later, but 2 value is required for most authy

Web v | [ eq. hitpsmyap

soft Platform Policies (7'

T0006073_TempoSetupGuide Version
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3.3 Authentication of the Application

1. On the app registration menu panel choose “Authentication”.

2. In advanced settings choose “Treat application as a public client” as “YES”. Click on the button
“+ Add platform” and on the right side choose “Mobile and desktop applications”.

Home > App registrations > TEMPO Configure platforms x
5) TEMPO | Authentication #

Web applications

[ save X Discard | ' Got feedback?

Ul

B singe paoe ppication

and degloy & web server Canfigure brows

Platform configurations "
application, NET, Jov, Pytho progressive wab

& Quickstart

s targeting, additional configuration may be required such 5
ds specific to the platform,

. Deper
' Integration assistant | Preview

Manage
Mobile and desktop applications

@ os/mcs

Objective-C., Swift Xamarin

= pranding

Supported account types

Certificates & secrets
Who can use this spplication or access this API?

Token configuration "
(@) in this organizational directory only (Tektelic Communications Inc. only - Single tenant)

= APl permissions

in any organizational directory (Any Azure AD directory - Multitenant

] Mabie and dekaop

Help me decide.
appll

oH

@ Expose an AP
L 4

Ovimers

enabling personal Microsoft
you can do <o using the manifest

in supported functionality, we dont
eed

& Rolesand stration. If to enable personal

istrators | Preview

W Manifest

Advanced settings
Support + Troubleshooting

e

Default client type

haoting

Treat application as a public client

port request
Required for the use of the following flows where a redirect URI s not used:

o Resource owner pa
* Device code flow
o Integrated Window

3. Add “Custom redirect URIs” - TEMPO URI https://tempo.tektelic.com/ and click the button
“Configure”.

Homve:2, Ao segiatrinions 3 TEME Configure Desktop + devices X
%) TEMPO | Authentication #
Search (Ctri+ & sove X Discard Got feedback?
"o Redirect URls
Overview
Platform configurations
& Quickstart
- dditional configuration may be required such as
#' Integration asistant | review thorm
Manage f adda plattom o
o ]
& tranding a
D Authentication
S rted acco type:
Certificate et R Custom redirect URIs
Who can use this appi
O] 4D directory - Mulitenant

lity, we don't recommend enabiing personal Microsoft

ators | Preview nable personal accounts, you can do 0 using the manifest

Advanced settings
Support + Troubleshooting 9

Default client type

Treat application as a public client -» -

Required for the use of the following flows where a redirect URI Is not used:

-S B,

T0006073_TempoSetupGuide Version
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4. Save all changes.

Home > App registrations > TEMPO

5) TEMPO | Authentication  # X
Search (Ctrl+ DX Discard | Got feedback?

B Overview

Platform configurations
& Quickstart

X Depending on the platform or device this applcation is targeting. additional configuration may be required such as
A Integration assistant | Preview [0 VRIS, specific authenti settings, or falds specific to th oM.

Manage + add a plattorm

B Branding

D authentcation ~ Mobile and desktop applications Quschat o ®

Certificates & secrets

Redirect URIS

11! Token configuration ning authentication responses ftckens) after successfully suthenticating usars. Alsc referred to a5 reply UALS. Learn

]
]
& Roles and administrators | Preview (]
B Monstest hitps:/ftempotektelic.com 0
Support + Troubleshooting Ao
& Troubleshooting
B nNew suppon request Supported account types

Single tenant

nd enabling personal Microsoft
unts, you can do 50 using the manifest

Advanced settings

3.4 Certificates & secrets
1. Choose on the left menu “Certificates & secrets”.

2. Click on the button “Add client secret”, fill description and expires as “Custom” on 2 years.
Then click on the button “Add”.

Home > App registrations > Tektelic Tempo Add a client secret x
Tektelic Tempo | Certificates & secrets =

Description [ remeo |
P search < % Got feedback?
| A Expires [ Recommended: 180 days (6 manths) ~]
B overview Recommended: 180 days (6 months)
& Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving toker 90 days (3 monthe)
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential. !
# Integration assistant 365 days (12 manths)
Manage 545 days (18 months)

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

- 730 days (24 months)

B2 Branding & properties
Custom

D Authentication

® Certificates (0) Client secrets (1) Federated credentials (0)

Certificates & secrets

. A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as ap
11l Token configuration

& APl permissions

@ Expose an API

Expires Value O
App roles Created by Tektelic Tempo 12/30/2980 3P ———r
& Owners

& Roles and administrators

M Manifest

Suppart + Troubleshaoting

&2 Treubleshocting

T0006073_TempoSetupGuide Version
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3. Copy Your Client Secret

e Do

Home > App registrations > TEMPO

TEMPO | Certificates & secrets &

X
© update application credentials 245 PNt

Successtully updated application TEMPO credentials

P Search (Cul+ | « D Got feedback?
1 Dweeken O Copy the new cient secret value. You won't be able o retieve it after you parform ancther oparation of leave this blade.
& auickstart

Credentials enable confidential applications to dentify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

#' Integration assistant | Preview

Manage

= poanding Centificates

scheme). For a highar level of assurance, we recommend using a certificate (instead of a client secret) as a credential

Centificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred t0 a5 public keys,

D Authentication

Certificates & secrets T Upload centificate

! Token configuration Thimbpriot start date

= APl pemissions
TPeisIon No centificates have been added for this application,

@ Expose an AP

¥ Ovners

& Roles and administrators | Preview

Client secrets
W Manifest

Support + Troubleshooting + New client secret
& Troubleshacting Description Expires

B New support request TEMPO 12/31/2299

3.5 API permissions

1. Choose on the left menu “API permissions”

the right side choose Microsoft Graph.

Expires

Asecret string that the application uses to prove ts identity when requesting a token. Also can be referred to as application password,

. Click on the “+ Add permission” button and on

T

- TEMPO | APl permissions 2

earc () refresh t fesdback?

® o )
Configured permissions

& Quickstart i
Applcations are a
all the permi

#' Integration assis

Manage
B granding API/ Permissions name Type Description
D Authentiation “Miceosoht Gragh

Cartificates & sacrets

Delegated

Sign in and rex

11 Token configuration

@ Expose an AP
B Owners

Roles and administrators

Manifest
Support + Troubleshooting

2 Troubleshooting

B Newsupport request

T0006073_TempoSetupGuide
0.9
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Select an APl

My APis

Microsoft APl APs my

Commonly used Microsoft APis

Adein consent req_.

PN —

Programmatic access 1o much of the

ity avaiiable thrcugh the Azure

o Dper v ter -é- Dynamics 365 Business Central

ws || Programenatic access to ntune data
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2. Click on the “Delegated permissions” button and add the next permission to Microsoft Graph
for TEMPO (use Search to quickly find permissions):

e Read user calendars;
e Read user and shared calendars; e
Have full access to user calendars;
e Read and write user and shared calendars;

oM N gt 3 TS Request API permissions S
- TEMPO | AP| permissions  #
Can
£ Refresh o & Microsoft Graph

‘Admin consent required

3. Click on the “Application permissions” button and add the next permission to Microsoft
Graph for TEMPO (use Search to quickly find permissions):

e Read calendars in all mailboxes;
e Read and write calendars in all mailboxes;

T0006073_TempoSetupGuide
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Microsoft Azure £ search resources, senvices, and docs (G+/)

5 TEMPO

Search (Ctil+
I8 Overview
& Quickstart

W integy

Manage
= pranding

D Authentication

jistrations

n assistant | Preview

EMPO

| API permissions %

] O Refrash QD Got feedback?

A\ You are editing permissio

10 your application, users will have to consent even I thayve akraady done 5o previousy.

Configured permissions

Applications are suthorized to call APIs when they are granted permissions by users/admins as part of the consent pro

ol the permissions the application needs. Learn Mmore b sions and consent

Add a permission

AP1/ Permissions name Type Description

Certificates & secrets

"
* AP pemissions
@ Expose an AP
B Owners

W Manifest

N Microsoht Graph (3

Token configurabon

Calendars Read Delegated  Read user calendars =

Caiendars Resd Shared Oelegated  Read user and shared calendars -

Calendars ReadWrte Delegated  Have full access to user calendars

Calendars ResdWriteShaed  Delegated  Read and write user and shared calendars

& Roles and administrators | Preview

Resd Oelegated  Sign in and read user profile

Support + Troubleshooting

& Trowlshocting

B New support request

3.6 Copy Keys

Admin consent req...

Request API permissions

Il AP
® Microsoft Graph

hetps://graph microscftcom/ Docs (4
What type of permissions does your application require?

Delegated permissions
Your application needs to access the API a5

igned:in ute.

Select permissions
| £ calendars

Permission

Application permissions.

signed-in user

sarvice or s

expand il

Admin consent required

\/ calendars (2)
= Calendars.Read (3
Read calendars in all mailboxes

= CalendarsReadWrite (0
Read and write calendars in all madboxes

Yes

Add permissions Discard

For Integration with Tempo Application you will require:

tenantlD and clientID (Overview tab);

e g

Home > App re

i TEMPO

Search (Ctil+/)
B Overview

& Quickstart

#' Integration assistant | Preview

Manage
= pranding

D Auhentication

jistrations > TEMPO

=

| 1 oelste @ endpoints
A fssentials

Display name TEMPC

Application (client) 10 : 5495¢1aci-4164-4b08-106-574669e6200c
Directory (fenant) 10 1 35258380-3638-4a6d-8abc-0b161d273218
Object 10 cc2ebbal-1b94-48ad- 31 a8-66d6I3eddac

@ aring June 30th, 2020 e il o fonger ad any rei features
upgracer to Microtot Authentication Libary (MSAL) and Microsoft Graph, Learm more

Certificates & secrets

11! Token configuration

= APf permissions
@ Expose an AP|
¥ owners

M manifest

support + Troubleshooting from \

& Troubleshaoting

& Roles and administrators | Preview

Call APIs

3 5.

Build more powerful apps with rich user and business data
icrosoft services and your own company's data

sources.

View Al

B New support request

Sign in users in 5 minutes

% N

clientSecret (Certificates & secrets tab).
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Microsoft Azure £ search resources, senvices, and docs (G+/)

Home > App registrations > TEMPO

TEMPO | Certificates & secrets sue iation TEMPO credentiols

' Integeation assistant | Preview
Manage
= pranding
D Authentication
Certiicates & secrets
11! Token configuraton
< APl permissions
@ expose an AP
. Owners
& Roles and administrators | Preview
m Manifest

Support + Troubleshooting

Troubleshaoting

Support request

D Got feedback?

@ Copy the new cient secretval. You woritbe abl 1 reieve it aftr you paform anothar oparation o eave this blade

credentials enable confidential o identity themselves to the authentication service when receiving toke
scheme). For a higher level of assurance, we recommend using a certficate (instead of a client secret) s a credential

s at a web addressable location (using an HTTPS.

Certificates

Centificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred 10 as public keys.
T Upload certificate

Thumbprint Start date Expires

No certficates have been added for this application,

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

+ New client secret

Description Expires Value m

TEMPO 1273172299 0.5 A22-m XPpQbAWUTFW_IpevmyHESel C @

3.7 Paste copied credentials to BNA

1. Log in to the TEMPO Application (https://tempo.tektelic.com/) as an OFFICE ADMIN.

Log in

Enter your email and password

1f you have no account - request an access

Forgot password? Bestore access

2. Click on the user icon and choose the “Profile” menu item.
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https://tempo.tektelic.com/

TEKTELIC v OVERVIEW  BOOKINGS  BUILDINGS  FLOORS ~ ROOMS  USERS  DEVICES

Overview Last week [:]

0

Booked rooms

rn
o

+/ Meeting rooms efficiency More

»/ Meeting rooms utilization More

0% ¥

0% N

Bookings by Employee

3. Go to the Settings tab. In the dropdown list choose Calendar Integration and then choose the
Outlook option in the Active calendar integration list. TenantlID, ClientID, and ClientSecret were
obtained in Step 6 above.

TEKTELIC v OVERVIEW ~ BOOKINGS  BUILDINGS ~ FLOORS ~ Rooms  Users  Devices ()

Overview
[ Calendar Integration v ]

Booked ro pme
Active calendar integration
/' Meeting rooms efficiency ® Outlook
Google Calendar
Wed. 1¢
! " ' “
Meeting rooms utilization
0 0% v
0% N2

Bookings by Employee

4. Click on the Save changes button to save calendar integration.
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OVERVIEW BOOKINGS BUILDINGS FLOORS ROOMS USERS DEVICES o

TEKTELIC ¥
P— Settings X

Overview

Calendar Integration

0
Available rooms

Booked rooms
Active calendar integration

® Outlook

+/ Meeting rooms efficiency
Google Calendar

Sat, 12 Sep Sun. 13 Sep Mon. 14 Sep Tue. 16 Sep Wed, 1¢
= Moating rooms efficiency Faloe booking rate Save changes

/7 Mooting rooms utilization

0% v

0% N

Bookings by Employee
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4 Appendix B — Google (GSuite, Gmail) Credentials

4.1 Create a New project

1. Go to Google Cloud Platform (https://console.cloud.google.com/) and log in as Administrator.

2. Click on the ... button and then click on the NEW PROJECT button in the open popup window
to create a new project.

3. Fill all fields and click on the CREATE button.
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https://console.cloud.google.com/

= Google Cloud Platform

New Project

Project name *
TEMPO o

Project 10 fempo-290209. t cannot be changed later. EDIT

[ [ e - o] ]

Location *
® BROWSE

S

4.2 Add a Google Calendar API for a new project

1. Click on the GO TO APIS OVERVIEW button.

Google Cloud Platform 2= TEMPO v

DASHBOARD ACTIVITY RECOMMENDATIONS

&* Project info

Project name
TEMP

Project 10

tempo-29°

Project number
ADD PEOPLE TO THIS PROJECT

> Goto project settings

& Resources

= Trace

No trace data from the past 7 day;

) et started with Trace

#® Getting Started

APT Explore and enable APIs

W teploy a prebuit sowstion

w2 Add dynamic logging to 3 running application
® Monitor errors with Error Reporting

“@- Deploya Hello World app

2. Click on the +ENABLE APIS AND SERVICES button.

T0006073_TempoSetupGuide
0.9
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H AT APIs

Requests (requests/sec)

/' CUSTOMIZE

& Google Cloud Platform status i

All services normal
=) Goto Cloud status dashboard
== Monitoring i

Set up alerting policies

Create uptime checks

! [ > GotoAPts overiew

Confidential

View

2 GotoMontoring

@ Error Reporting i

No sign of any errors, Hive you set up Error Reporting

> Leamhowto setup Emor Reporting

2 News H
5 1ips for more interactive meetings with Q&A and Polls, rolling out to
Google Meet

hours ago

Why build apps on a cloud-native database like MongoDB Atlas?

Tum any Datafiow pipeline into 3 reusable template

hours ago

-> Readallnews
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Google Cloud Platform & TEMPO » Q  Search products and resources

API APIs & Services APIs & Services

¢ Dashboard Thour Ghours 12hours 1day 2days 4days 7days 14days 30days

M ubrary

o Credentisls Traffic & Errors & Median latency *
OAuth consent screen

[ Domain verification

o Pageusage agreements A

w At L
Nome 4 Requests Ertors (%) Latency, median (ms) Latency, 95% (ms)
BigQuery API

BigQuery Storage API

Cloud Datastore AP|

Cloud Debugger API

Cloud Logging API

Cloud Monitoring API

Cloud 5aL

Cloud Storage

Cloud Storage API

Cloud Trace AP

Google Cloud APIs

Boagle Cloud Storage JSON API

Service Management API

Service Usage API

3. Using the search field find Google Calendar API and choose it.

Google Cloud Platform & TEMPO + Q  Search products and resources v =20 2 i)

Search Q. Calendar API

2 results

Google Calendar API
Googh

Google Calendar using the Calendar AP

CalDAV AP

Google

e CalDAV Al

4. Click on the ENABLE button on the Google Calendar API page.
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Google Cloud Platform & TEMPO » Q_ Search products and resources

Google Calendar API

Integrate with Google Calendar using the Calendar API

ENABLE ' TRY THIS API 2

OVERVIEW DOCUMENTATION SUPPORT

Overview
Additional detalls

Tutorials and documentation

Get Started with the Calendar API (2 Calendar API Reference (4

4.3 Setup OAuth consent screen

1. On the APIs & Services page click on the OAuth consent screen. On the opened page choose

External user type and click on the CREATE button.

= Google Cloud Platform & TEMPO v Q  Search products and resources
API APIs & Services OAuth consent screen
@ Dashboard Choose how you want to configure and register your app, Including your
target users. You can only associate one app with your project.
M ubrary
Ov  Credentials User Type
O Internal @
Only available to users within your organization. You will not need to
0 Domain verification submit your app for verification

¥o  Page usage agreement ta @® External @

Available to any user with a Google Account

CREATE
1t you Wik abou

2. Add scope by click on the ADD SCOPE button. In the opened window using the search field
find and that choose Google Calendar API. Click on the ADD button to save changes.

T0006073_TempoSetupGuide Version
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Add scope

1o grant the end user. L
Oy 5c0pes for enabied AP are listed.

[? Googie Casendar AP| ©

AP

Googie Calwndas
AP

Googie Calendar . Jauth/calendar events View and edit evonts on al your caiendars,
AP

Googie Calendm ANt caienaar settings 1eadoay View your Calendar seftings
an

above To add a missing Scope please visit the Googie AP Liary
‘o manuslly paste your scopes,

S

3. Fill the next fields: Application type, Application name, Support email, Authorized domains
(add tektelic.com), Application Homepage link (add https://tempo.tektelic.com).

T0006073_TempoSetupGuide Version
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Google Cloud Platform

2 TEMPO v

APIs & Services

Dashboard
Library
Credentiais

OAuth co

Domain verification

Page usage agreements

OAuth consent screen

Tnternal

Verifeation status
© Needs veification

Aoplication name

TEMPO

Aoplication ago.

Browse

Suppot email

sicopes for Google APIs

52008, yous CONBEN screen 1eCuITRS

Ada scape

od Domans. Veur spphestions ks miust be hoste

N 50pe; your consent
vertfication by Google before 13 published Learm more

Cancel

About the consent screen

OAuth grant limits
Token grant rate

4. Click on the SAVE button to save the data
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4.4 Create Credentials

1. On the APIs & Services page click on the Credential menu item.

Q  Search products and resources

2 TEMPO ¥

[ Domain verification

o Pageusage agreements

APIs & Services

+ ENABLE APIS AND SERVICES

Traffic 1 Errors

Name & Requests Errors (%) Latency, median (ms)
Google Calendar API

BigQuery API

BigQuery Starage API

Cloud Datastore API

Cloud Debugger API

Cloud Logging API

Cloud Monitoring API

Cloud SQL

Cloud storage

Cloud Storage API

Cloud Trace AP1

Google Cloud APIs

Goagle Cloud Storage JSON API
Service Management API

Service Usage API

4.4.1 Create an OAuth ClientID

Latency, 95% (ms)

I+

Thouw Ghows 12hous 1day 2days 4days 7days 14days 30days

I+

Median latency

1. Click on the +CREATE CREDENTIALS button and click on the OAuth Client ID item in the
dropdown list.

= Google Cloud Platform

API APIs & Services

> Dashboard

OAuth consent t screen

[ Domain verification

e Page usage agreements

& TEMPO v

APl key
Croate credentials 10 30 (dentifias ¢

OAuth client ID
A Toprotectyl Request ent ah sccuss the useds data ogle. Learn more

Service account
API Keys R
O Meme Help me choose e
OAuth 2.0 Client IDs

0O Neme Croation date &
0 OAuth chant

N

Service Accounts

[ Name
o service accounts 1

[

Usage with sl services (1ast 30 days) @

CONFIGURE CONSENT SCREEN

Usage with all services (last 30 days) @

Client 10

2. Select the Web application type for the Application type field. Fill the Name field. Click on the
+ADD URI button and type the next URI:
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https://tempo.tektelic.com:8081/identity/api/google/oauth/process-access-code in the URI
field. Click on the SAVE button for saving settings.

500gle Cloud Platform S TEMPC

API APIs & Services € Create OAuth client ID
Dashboard Acliont ID y a single I your app runs on
" multple platf Wil need ts uth 2.0 for more
i) information
Ov  Crodentials ‘Application type
Wieb application -
¥ OAuth consent screen Leamn more about AN client rﬁn
[ Domain verification Name *
TEMPO
Fa  Pageusage agreements The name of your OAuth 2.0 chent. This name s only used to dentty the client in fne
.0n50/0 1 Wil ot be show 10 end users

your OAuth consent screen a8 authorized domains.

Authorized JavaScript origins @

For se with recuests from & biowser

+ ADO URI

Authorized redirect URls @

For usa with (eGuests from & web server

3. ClientID and Client secret are displayed in the next window. Those data can be copied in the
future. Click on the OK button to close the window.

OAuth client created

Services

10 100 sensitive
0 s verfied.
that can take several days.

Your Gllent 1D

T0006073_TempoSetupGuide
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https://tempo.tektelic.com:8081/identity/api/google/oauth/process-access-code

4.4.2 Create a Service Account

1. Click on the +CREATE CREDENTIALS button and click on the Service Account item in the
dropdown list.

= Google Cloud Platform 3 TEMPO v Q  Search products and resources
API APIs & Services Credentials W DELETE
. APl key
% Dashboard Create credentials to 8¢ dentifies ye 3ing 8 simple API key 1o check quota
OAuth client ID
A Remembert Requests user consent so your app can access the user's data (CONFIGURE CONSENT SCREEN
[ Service account I
Enables server-to-server, app-level authentication using robot accounts
AP| Keys
@ Domelnverification O Neme Help me choose ons Key Usage with allservices (last 30 days) €@
Asks  few questions to help you decide which type of credentialto use
¥ Pageusage agreements No AP1 keys to displa
OAuth 2.0 Client IDs
O Meme Groation date ¥ e Client .
N OAuth clients 1o display
Service Accounts Manage service scoount
[m Name Usage with all services (1ast 0 duys) @
No service o

2. Fill the Service account name field. If necessary, change the name of the Service account ID

and add the Service account description. Click on the CREATE button to complete the first step.

= Google Cloud Platform & TEMPO v Q  Search products and resources
9 1AM & Admin Create service account
A @ Service account details — @) Grant this service account access to project (optional) — ) Grant users access to this service account (optional
@  identity & Organization
W, Policy Troubleshooter Service account details
Service account name
B Organization Policies tempo
& Bk ARG O O 5 SATYION S000Y,
Service account 1D
o s s tompo-745 lam georvice i X C
@ Labels
& settings - g
Q@ Privacy & Security
&  Roles
W AuditLogs
1 Groups
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3. Click onthe Select a role fieldandaddOwner role tothe Project. Click onthe CONTINUE button

to complete the second step.

Google Cloud Platform & TEMPO » Q  Search products and resources

B IAM & Admin Create service account
2 A @ Service account details — @) Grant this service account access to project (optional) — @) Grant users access to this service account (optional
©  identity & Organization
A, Policy Troubleshooter Service account permissions (optional)
rant this service account access to TEMPO 3o that it has permission to complete
& Organization Policies ‘specific actions on the resources in your project. Learm more
W Quotas Role Condltion
Owner - L
Ada coneitio
o Service Accounts T T
¥ L “+ ADD ANOTHER ROLE
& Settings
@ wdentity-aware Proxy
&  Roles
W AuditLogs

2 Groups

4. Click on the DONE button to complete the third step.

Search products and res

Google Cloud Platform

e 1AM & Admin Create service account

Permissions

»

1AM & Service account details — @ Grant this service account access to project (optional) — @) Grant users access to this service account (optional

identlty & Organization

Grant users access to this service account (optional)

Grant access to users or groups that need 1o perform actions as this service account
Leam more

Policy Troubleshooter

Organization Policies F
Quotas ° Role/ Member

b ownor (2)

Labels

Settings

Privacy & Securlty
CANCEL

@ & & ¢ B T D £ O

Identity-Aware Proxy

= Roles
W Awditiogs
1 Groups

5. Click on the EDIT button of the created Service Account.
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Google Cloud Platform & TEMPO v

API APIs & Services Credentials + CREATECREDENTIALS i DELETE
Dashbosrd Create credentials to access your enabled APIS. Learn ¢
W Ubrary
A Toprotect you and your users, your consent screen and appication need to be verified by Google, Learn more CONFIGURE CONSENT SCREEN
O Credontisl
OAuth consent screen AP Keys
@ Domeln veriostion 0O  teme Creation date & Restrictions Key Usage with all services (last 30 days) @

o Page usage agreements No APt keys 1o dhapley

OAuth 2.0 Client IDs

0O Neme Creation date Type Client 10

0O remeo L Web spphcatic (] /W
Service Accounts Manage service a

0O ema Name Usage with all services (tast 30 days) @

0O teneo TEwe

6. Click on the ADD KEY button and select the Create a new key item in the dropdown list.

Google Cloud Platform & TEMPO « ¢h products and r
O 1AmM& Admin & TEMPO W oeLeTe
M . .
Service account details
@ identity & Organization Narme
TEMPO
% Policy Troubleshooter
B Organization Policies Oesoription
& ouotas Email
0 Bervice Accounts
Unique
L] Labels.
o Setings
Service account status
@ Prvacy & Secury DisADANG your BCCOUM SIOWS YO 10 BrES#E YOUS PORcies WINGU RaViNg o delete
= ) i
&  Roles DISABLE SERVICE ACCOUNT

¢ SHOW DOMAIN-WIDE DELEGATION
W Awiiogs

i Groups Keys

Add & new key pair or upload  public key certificate from an existing key pair. Please
nate that public certificates need 10 be in RSA_XS00_PEM format Learn more about

upload key

ADD KEY =

Create new key e e et

Upload existing key

[ JE

7. Choose the JSON in the Key type checklist and click on the CREATE button.
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Create private key for "TEMPO"

Downloads
cantbe recovered if lost

8. The private key will be saved automatically on your computer.

Private key saved to your computer

A o

9. Click on the SAVE button to save changes.
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Google Cloud Platform & TEMPO +

9

IAM & Admin € TEMPO W DELETE
e M : 5
Service account details
©  (dentity & Organization Name
TEMPO
Q
a Descripti
& OQuot
]
9 Label
& Settings
Service account status
Q@ Privacy & Securty 20ig Fous sontmnt &
® @ Account currently active
s Ros DISABLE SERVICE ACCOUNT
R  SHOW DOMAIN-WIDF OFLEGATION
Groups Keys
Add 8 new key pair or upload a public key certificate from an existing key pair Please
note that otes need 10 be In RSA_X509_PEM format. Learm more o
Trpe stat o
(o] Grct w
°

4.5 Add Service account to room permissions

1. Go to https://calendar.google.com/calendar/u/0/r/settings and log in as the administrator.

2. Select the Room calendar from the Settings for my calendars list.

& Settings # GSuite @

General ~ anguage and region

Language and region
Time zomne

‘World clock

Event settings

View o

Events from Gmail

Working Hours

Time zone

[ oisplay secondary time zone

Add calen

rl
Import & export
B Ask to update my primary time zone to current location
Settings for my calendars
@ Boardroom World clock
—

O show world clock

Event settings

Datauttauration
60 minutes

3. At the Calendar settings menu item scroll down until the Share with specific people settings
and click on the +ADD PEOPLE button.
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https://calendar.google.com/calendar/u/0/r/settings

& Settings E:H GSuiteo

Access permissions

General
Add calendar v [0 Make avallable to public
import & export
¢ i Make available for . -
Settings for my calendars Gt abikcaskiuiion
. Learn more about sharing your calende
.
® Boardroom ~

Share with specific people

Calendar settings
Auto-accept invitations

Access permissions

Share with specific people
Event notifications

All-day event notifications Event notifications

Other notifications Reco

Integrate calendar
+ Add netification

Remove calendar

All-day event notifications

+ Add notification

P @ o O o »

4. Paste Service account email from Step 4.2 of this guide to the Add email or name field. Select
the Make changes and manage sharing list item at the Permissions dropdown list. Click on the
SENT button to get room calendar permission for the Service account.

Share with specific people

e sharing options may have bean furned off for your organzation by your

L — — p— % (]

Add email or name

Pormissions
Make changes and manage sharing

5. Repeat steps 5.2 - 5.4 for all rooms calendar.

6. Paste copied credentials to TEMPO Application.
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1. Log in to TEMPO Application (https://tempo.tektelic.com/) as an OFFICE ADMIN.

Log in

Enter your email and password

1t you have no account - request an access

Forgot password? Rastor

2. Click on the user icon and choose the Profile menu item.

TEKTELIC v OVERVIEW  BOOKINGS  BUILDINGS  FLOORS ~ ROOMS  USERS  DEVICES
Overview Last wesk :]
0 2 0
Booked rooms Available rooms False-booked rooms
~ Mesting rooms effciency Vere
Moot v
0% ¥
0,
0% v

Bookings by Employee

3. Go to the Settings tab. In the dropdown list choose Calendar Integration and then choose the
Google Calendar option in the Active calendar integration list. Google Calendar APl Key was
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https://tempo.tektelic.com/

obtained in Step 4.2.8 above.

4.1.3 above.

TEKTELIC
Overview

0

Booked rooms

+/ Meeting rooms efficiency

+/ Mesting rooms utilization

4%

Bookings by Employee

OAuth ClientID and OAuth ClientSecret were obtained in Step

0% v 8%

OVERVIEW

l Calendar Integration

BOOKINGS BUILDINGS FLOORS ROOMS USERS

DEVICES o

Active calendar integration
Outlook

® Google Calendar

4. Click on the Save changes button to save calendar integration.

TEKTELIC
Overview

0

Booked rooms

#/ Meeting rooms efticiency

+/ Mesting rooms utilization

0%

Bookings by Employee
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