QD

/ TEKTELIC

communications
loT for life =

Upgrading Gateways to
SNMPv3 in CLI



Introduction

* This is a reference/guide on how to enable SNMPv3, a higher security protocol, for your gateway devices

* List of Requirements:

1. KonaFT
2. A Command Line Program/Environment
3. A gateway capable of SNMPv3 activation (depending on the BSP version)

* Instructions for BSP upgrades can be found here

The high-level procedure involves these steps:
Enabling SNMPv3
Verification of SNMPv3
Resetting SNMPv3 Password
(Optional) Re-enabling SNMPv2
Logging into KonaFT
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https://knowledgehub.tektelic.com/konaft-application
https://knowledgehub.tektelic.com/bsp-upgrade

Gateway BSP Versions for SNMPv3

* Below lists the minimum BSP version for SNMPv3 activation for all TEKTELIC gateway models:

* Mega—BSP 6.X.X or higher

* Macro—BSP 6.X.X or higher

* Enterprise — BSP 3.X.X or higher

* Micro— Not supported; currently in development
* Micro PoE — BSP 3.X.X or higher

* Micro Lite — Not Applicable

* Youcan confirm the gateway’s BSP version once connected in the KonaFT application:
1. Atthe bottom right of the program

2. “Board Details” tab -> “SW Management” subtab -> “Read Versions” -> “Release” version
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Requirements

e KonaFT

* Aprogram that is capable of connecting to your gateway via SSH (such as PuTTy, Tera Term, etc.)

* The Gateway and computer using KonaFT must be in the same subnet (in KonaFT, use Tools -> Find My

Gateway -> Scan to determine your subnet/IP address).
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Figure-1IP Address Configuration
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https://knowledgehub.tektelic.com/konaft-application
https://www.putty.org/
https://osdn.net/projects/ttssh2/releases/

Enabling SNMPv3

* Connect to your gateway through SSH. When prompted, login using the credentials below:
* Some gateways with the “admin” username may still have “root” and the serial number as the
default username and password, respectively.

* Upon logging in, you should see your gateway model and the last 6 digits of the MAC address.

___Username Password __________ Notes

root 9-Digit Serial Number of the gateway ¢ Applies to gateways with serial numbers that
(i.e. 1212A3434) start with 21 and below.

admin 9-Digit Serial Number of the gateway ¢ Appliesto gateways with serial numbers that
(i.e. 1212A3434) start with 21 and below.

admin Random string of characters « Applies to gateways with serial numbers that
provided in the test report. start with 22 and above.

Table-1 Gateway Login Credentials
Note: If the password is not on the test report, please contact TEKTELIC Support and provide the following:
* T-code (i.e. TOOOXXYY), Revision (i.e. A1), and serial number (i.e. 1212A3434)
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https://support.tektelic.com/

Enabling SNMPv3 (cont.)

* Execute the following command in the SSH program to enable SNMPv3:
 NOTE: The password must be a minimum of 8 characters.
/Jusr/sbin/snmp/snmp_version_config v3 switch <new_password> <new_password>

» After executing the command, SNMPv2 will be disabled and SNMPv3 will be enabled.

atBkona- mu-o poe—BBZFC6: ™ susr/shin/snmp/snmp_version_config v3 ch putest123 putest123
=atl.l|!l tel r
.l arting shopd...Restarting network managenent
P B' L _a Stopping network management servic opped i mpd <pid 6851>
snnpd .
Stopping sanptrapd...no /usr/shin/snnperapd Found; none killed
don

ing netuork management snmpd .
DISHRN—EUENT MIB ysUpTine Timeticks: (211> A:0A:082.11

Delete the exernal user
[Recreate the external

idi [Restarting snmpd after i 1 us starti twork t services:
ce K keettet eeeee 11 i1 T R KRR Rt R
11 stopping snmptrapd...no cusr/sbin/snmptrapd found; none killed
tt kkkkk tt 11 ii . )
netuork management servic nmj -
tt kk Kkkk tt 11 ii DlsnnN BB R B T ye TnTane Inceance = Tinbricks: (206> 82.06
tt kk kk tt 11111 ii 20 he exernal

[Preventive Ly r snnp altlng netunlk managenent service
. Stnpying netuork management serui ped ‘shin/ennpd (pid 147
Snnp
o u n t 1 o Stop g snmptrapd...no Jusr/shin/ssnmptrapd found; none killed
. tarting notuork e nnpd..
- gISHﬂN—EUENT MIB S| i imeticks: (286> A:00:82.06
1 waLlds? bolote the temporary user
L1} P. » [Final restart of snmpd...Restarting network management service
. - [Stopping netuork management rvic opped /us: binssnnpd {pid 14851>
Snnp
. . . . Stnpplng snmptrapd. ..no shin/snmptrapd found; none killed
ektelic Communications Inc http:rstektelic.com
netuork management seru nnpd
DISHRN EUENT MIB: “y“UnTlnelnFtanca Timeticks: (212> @:00:82.12
A1l connections are monitored and logged
isconnect IMMEDIATELY if vyou are not an authorized user
opped susrsshinsenmpd (pid 14954
prootBkona—micro—poe—@87 “# susrs/shins/snmps/snmp_version_config v3 switch putestl23 putest123 topping snmptrapd...no cusr/shin/snnptrapd found; none killed

nanagement
bled

jroot@kona—micro—poe—BB?FCH:

Figure-2 Enabling SNMPv3 Command and Output



Verification of SNMPv3

To confirm if SNMPv3 is active, execute the following command in the SSH program:

/Jusr/sbin/snmp/snmp_version_config v3 isenabled

The output will return “true”.

To confirm if SNMPvV2 is inactive, execute the following command in the SSH program:

/usr/sbin/snmp/snmp_version_config v2 isenabled

The output will return “false”.

root@fkona—micro—poe—BAYFCH: "] Ausrsshinsszsnmpssnnp_version_config vl izenahbled
true
root@fkona—micro—poe—B@AYFCH: "] Ausrsshinssnmpssnmnp_version_config v2 izenabled

falze
root@fkona—micro—poe—BA7FCH 1 ™1

Figure-3 Verifying SNMPv3 is Enabled and SNMPv2 is Disabled
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Verification of SNMPv3 (cont.)

* If you need to check the security protocol of your gateway and the encryption ID, execute the following

command in the SSH program:

cat /etc/snmp/snmpd.d/snmpd-local.conf

* At the bottom of the output, the information will be displayed in a format similar to the following:

createUser konaPublic SHA256 0000AAAA1111BBBB AES

i Warning: the minimum pass phrase length iz 8 characters.

createllser konaPublic SHA256 AES
rootf@kona—micro—poe—HAYFCH = ™H

Figure-4 Example Encryption ID of SNMPv3
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Resetting SNMPv3 Password

* Inorder to reset the password for SNMPv3, enter the following command in the SSH program:
* NOTE: The password must be a minimum of 8 characters.

/usr/sbin/snmp/snmp_version_config v3 reset <new_password> <new_password>

1notEkona micro—poe—BAYFCE ="K Ausr~sshin/snmpssnmp_version_config vl reset newpassword newpassuword

ar -Restarting network management service
Stopplng netunxk managemen services:stopped Ausrsshin/snmpd <pid 15847>
AL ) I snmpd.
a a 1J H Stopplng snmptrapd. sus bins/snmptrapd found; none killed
[} ] don:
P \dL Lda —-]-]ﬂd‘] Sta)tlng network management seruice_‘: snmpd .
i JBB' PP1iP—_dP’ re [DISMAN-EVENT-MIB pTimeInstance Tlmetlck“' (209> B:98:892.09

Lag’ ttttttt eeeee kk kktttttt eeeee 11 ii cccco Delote the exernal

Ny 1 [Recreate the external u_‘ex ng the security level
J\dLP tt k kk tt ee 11 :!':!' cce c [Restarting snmpd after rec rnal user...Restarting network management services:
kkkk]’( tt EEEEE 11 11 CcC Stopping network managemen rui topped susrsshin snmpd (pid 28587>

kk kkk tt ee 11 ii cce HAa ~u

T Stopplng snmptrapd...no bins/snmptrapd found; none killed
kk kk tt eeeee 11111 ii cccccc | done

art 1ng network management s : snmpd.
DISHRN EUENT-MIB: ..y_‘UpTlmeIn_‘tance = Tlmetlck_,: (206> B:-08:02_06

. = done
u n 1 a t 1 o n = Set the exernal user p d

Preventively restartin mpd. . .Restarting network management services
Stoppang netuwork managi t services:stopped susr/shin/snmpd (pid 23597)
snm

\1"\;11“]\' Saggplng snmptrapd...no susr/shin/snnptrapd found; nene killed

1] Il
P. arting network managemen rvices: snmpd.
DISHRN EVENT-MIB slpTimeInstance = Timeticks: (285> B:8@:82.65
. . . . . done
ektelic Communications Inc http:-stektelic.com Delete the temporary
Final restart of snmp .Restarting network management vices:
. . Stopping network managemen rvices:stopped Susr~shin pd <pid 28693>
A1l connections are monitored and logged snnpd

T T . Stopping snmptrapd. # bin/snmptrapd found; killed
Dizconnect TMMEDIATELY if you are not an anthorized user dgﬁpmg nmpEEapd. --no o in/ennptrapd faunds nene &itTe

rt 1ng natunxk manaﬂe?en I..e) vices: fnmp(l " 218> B:08:02.18
. . . . pTimelnstance = Timeticks: H: B
rootBkona—micro—poe—BAYFCE =] susr-szhinssnmpssnmp_version_config vl reset newpassword newpassuword

Figure-5 SNMPv3 Password Reset Command



(Optional) Re-enabling SNMPv2

* Toreenable SNMPv2, please execute the following command:

/Jusr/sbin/snmp/snmp_version_config v2 enable

* Todisable SNMPv2, please execute the following command:

/Jusr/sbin/snmp/snmp_version_config v2 disable

* NOTE: Both protocols can be active at the same time.
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Logging into KonaFT

* Now SNMPv3 is enabled, the gateway login procedure through KonaFT will be as follows:
* Enter the IP address for the gateway and switch to SNMPv3 in KonaFT; press Start
* Enter konaPublic as the user name, and your newly created password (both are case sensitive);

press OK to connect

CRC passed: 35221

sl T3l 55

|Jser Name |konaPuinc | :I
P Address 107735 {oWPVS_D Poswhrose - prtestis ' P Address | 10.7.7.55
— Retype Passphrase ||:lvhest123 | r .
Port |1El || Start | Disconnecto]  s— suthentication e T e Port 151 Connected
HostlP | Auto = | Update Host IP — PR HostlP  Auto v
(T D]
v

Figure-6 SNMPv3 Connection in KonaFT
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