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Introduction

» Reference guide to onboard TEKTELIC Sensors onto Tektelic CORE.

* List Requirements:

1. TEKTELIC Sensor and accompanying commissioning information
2. TEKTELIC CORE account credentials

3. Android/Apple smartphone (for LeapX only)

High-level procedure involves three sections
1. Create Application
2. Advanced Network Settings

3. Create Device
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Preface

When you purchase a TEKTELIC sensor, you will receive
commissioning information for your device. These

o
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include: ﬁé
* DevEUI ﬁ
«  AppEUI - 22504 - Tooooan € € 25 )
* AppKEY , | =

TEKTELIC
If you do not have the requisite sensor information, | ORDER CODE:

SMTPBUS915

please raise a ticket on the support portal and provide the
following information:

* T-code:i.e. TOOOXXYY

e Serial Number:i.e. 1212A3434

Figure-1 Sensor Identification
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Create Application

An Application on TEKTELIC CORE NS serves to organize devices you own. To create one, please
follow the below steps.

1. Login to your NS instance using TEKTELIC CORE credentials: FOR NA USERS — FOR EU USERS

2. On the left navigation pane or on the main menu, select Applications/Application Management
3. Inthetop right corner of the screen, select (+) to create a new Application
4,

Fill out the name as desired and select Add to finalize.

APPLICATION DETAILS ADVANCED NETWORK SETTINGS Ay
TEKTELIC # Home 2 ) -

Name*

Test App|

e Customer administrator

I:' Send app payload encrypted

When checked, it means that the devices payload that is pushed to Application Server(s) via
MQTT will be encrypted using AppSKey. When unchecked, NS will decrypt payload before pushing
to MQTT subscriptions.

|:| Send empty app payload

When checked, it means that a LoRa packet will be pushed to Application Server(s) via
even if FRMPayload is empty and if FPortis equal to 0 or FPort is absent
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Advanced Network Settings

Before creating a device, we recommend configuring your application in accordance to your gateway
by configuring Advanced Network Settings.

The following slides will cover:

* Configuring Advanced Network Settings on the Application or Device level.

* Applying a channel mask for NA customers with an 8-channel gateway such as a Kona
Micro/Enterprise.

* Applying a Channel Frequency List (CFList) for EU and AS customers.
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Configure Advanced Network Settings

You can configure Advanced Network Settings on an Application or on a per-Device level. We

recommend configuring devices to use the Application Level.
* Configuring Advanced Network Settings on a Device level will ONLY apply to the device selected.

* Configuring Advanced Network Settings on an Application level will apply to devices configured to use Application settings.
* You can have some devices that use Application settings and those that do not.

* By default, creating a device will use its own Advanced Network Settings. No further configuration is required.

Application Adv.
Network Settings

Device

Figure-3 Advanced Network Device Adv. Settings ARRIGtion

Settings

Device

NOTE: All devices are connected
to the same application
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Applying Channel Mask

= Applications
For NA customers with an 8-channel gateway such as a
Kona Micro/Enterprise, you must set a channel mask on TesT (1 3 Penct )
your application or device. Failure to do so will result in Application details
uplink loss.

¢ TAILS

e LR R -

To set a channel mask, follow the below steps:

1.  Navigate to your Application details or Device details Channel frequency list (MHz), not applicable to US, AUS, CN regions
page. Entesdrequency in MHz

2.  Click the Pencil icon in the top right to edit settings. q '

3. Select the Advanced Network Settings tab Dptio annel frequency list to be used by the end-device.

4.  Scroll down to “Default Channel Mask”. Click on “Not Default channel mask
Defined” to reveal a drop-down menu and select “8- 8-channel |
channel”. NewChannelReq MAC command settings

5.  Finalize by clicking the checkmark icon in the top right.

0 0 DRO

NOTE: The channel mask is applied when a sensor first
joins the network. Sensors already online prior to [ Clear downlink anste unan inin v
setting the mask MUST be reset. Figure-5 Channel Mask Application
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Applying Channel Frequency List

Applications

For EU or AS customers, you must set a channel

frequency list on your application or device. Failure to ]

do so may result in uplink loss. TEST Pencil
Application details 3 Icon

To set a channel mask, follow the below steps:
1.  Navigate to your Application details or Device details

¢ TAILS
page.
2.  Click the Pencil icon in the top right to edit settings. No ADR ranges found -
3.  Select the Advanced Network Settings tab 5
4.  Scroll down to “Channel Frequency List (MHz)”. Click on )
“Enter frequency in MHz"” and enter your frequencies. D""" o -

5.  Finalize by clicking the checkmark icon in the top right.

The installation m 4 hich is taken into account when calculating the ideal data-rate a
rargin will increa Hata-rate and possibly packet loss. 5dB is the default recommen:

NOTE: You may enter up to 5 frequencies excluding
join frequencies as they’re not required. We
recommend using frequencies found on the gateway.

Channel frequency list (MHz), not applicable to US, AUS, CN regions

868.1 X Enter frequency in |

The channel list is applied when a sensor first joins the
network. Sensors already online prior to setting the Figure-6 Applying Channel Frequency List
list MUST be reset.
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Applying Channel Frequency List (cont.)

To find frequencies used by the gateway, simply connect to it through KonaFT or SSH (advanced users only) and
read the files on the gateway.

Steps for SSH (advanced users only):
1. SSH into the gateway using the gateway IP.

2. Read the frequency from either of the following files using the command:
* cat /etc/default/config.json
* cat /etc/default/config.[gateway model].[region].json

Steps for KonaFT:
1. Connect to the gateway.
2. Inthe top row of tabs, select Configuration.
3. Inthe middle bar, select it and type either:
» ‘“[etc/default/config.json”
« ‘“[etc/default/config.[gateway model].[region].json”
4. Beside the search bar, click Read and you will see a list of frequencies.
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https://support.tektelic.com/portal/en/kb/articles/kona-ft-faq#1_How_do_I_connect_my_gateway_to_KonaFT

Applying Channel Frequency List (cont.)

87 KonaFT - O X

Wireless MudEQM Alam  Log

Jetcfdefault/config. micro. UGS json w

Preferences  Tools

General Board Details Utilities

| FactoryDefault | | Refresh fi Wirite

"5X1301_array_conf:[
"board_freq_band": "EUS68",
“en_listen_before_talk™: false,
"5X1301_conf™[

“thip_enable™ trua,

“than_multiSF _freq”™ 868100000, "spread_factor™ "7-12"},
“than_multiSF _freq™ 868300000, "spread_factor™ "7-127},
“than_multiSF x_freq™ 868500000, “spread_factor™ ‘,' 127},
“chan_multiSF x_freq”: 857100000, "spread _factor™s "7-12" },

“chan_multisF
“than_multiSF,
“chan_multiSF_

rx_freq"; 867300000, "spread_factor”: "7-12"},

n(_ﬁ'eq 867500000, “spread_factor™; *7-127},
x_freq™ 867700000, "spread_factor™ "7-12"},
rx_freq™: 867900000, “spread_factor™ "7-127},

rx Freq 863300000, 'bandmdth‘ 250000, ‘kpraad ﬁctor

i
“loramac_public™:true

i
“gateway_conf": {
"server_address”; Tora
"serv_port_up™: 1700,
"serv_port_down™ 1;

in-ns-eu, tektelic,com”,

finetwork™ “Adjust
“keepalive_interval™
“stat_interval®: 30,

“push_timeout_ms":
“forward _crc_valid":
“forward_crc_error™;
“forward_crc_disabl

following parameters for your netwark”,

IP Address | 10.7.7.80 SNMP V2c T

Polling Interval:
Port 161 Connected O Q Lo Ra
Do Not Pall
Hoste  [Auts - |update Hostre| e communications

| GUIS/W V047 | GPIO FPGA v x3007.30 | BSPv5.1.1 [Agentv1. 15,0

Figure-7 Frequencies found on the gateway
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Create Device

The Device Object on TEKTELIC CORE NS is where the NS will connect with your device and collect
data from it. To create a Device Object, follow the steps below:

1. On the left navigation pane or on the main menu, select Applications/Application Management
2. Select the application you wish to add a device to.

3. Onthe details page of the application, select Manage Devices.

4. On the top right corner of the screen, select (+) to create a new device.

NOTE: All devices must be associated with an application. Hence, you can ONLY create devices
through the application.

rn
Ld Customer administrator

Application details

UNASSIGN FROM SUB-CUSTOMER MANAGE CREDENTIALS MANAGE INTEGRATIONS

APPLICATION DETAILS ADVANCED NETWORK SETTINGS APILIMITS ALARM RULES

u COPY APPLICATION ID
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Create Device (cont.)

DEVICE DETAILS ADVANCED NETWORK SETTINGS APILIMI >

Fill out the fields as desired. The Device EUI,
Application EUI, and Application Key are
provided when you purchase your TEKTELIC
device. If you do not have this information,
please raise a ticket on the support portal.

If you want your device to use Advanced
Network Settings set in the Application, tick the
Use application settings checkbox.

If you want to activate your device through ABP, — 0/32
scroll down and tick the ABP activation
checkbox.

Use application settings

[1 Use application settinas

ADD CANCEL

Figure-2 Device Creation
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Create Device (cont.)

To configure a device to use
Application settings, you can do so

in two locations: Ep—

* When a device is being created.

DEVICE DETAILS ADVANCED NETWORK SETTINGS APILIMI >

* Inthe Device Details page of a S - Device details
device. /
D Use application settings
If you choose to configure a device B e e e 0 splstion. DEVICEDETAILS |  ADVANCED NETWORK SETTINGS >

ABP (activation by personalisation) b e e e s e e e

through the Device Details page, —— ? 2 *
follow the below steps. e skt e bk e e vl b sty vt o st v ufPpplication setiings
1. Open the Device details page of a e Use application settings

. When checked, it means that the node will use the (netwark) settings as set by the
application. In case this node requires node-specific (network) settings, uncheck this
device. oppl )
2. Inthe top right, click the pencil icon S ABP (activation by personalisation)
to edit device settings. [J ABP activation
3 . On the DeViCE Deta i IS ta b, SCI’O' I = When checked, it means that the device will be manually activated and that overthe-air

activation (OTAA) will be disabled.

down to Use Application Settings

ADD CANCEL nactivity timeout (sec

and tick the checkbox. -
4. Finalize by selecting the Checkmark
in the top right.

Figure-4 Applying Network Settings
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Best-In-Class, Carrier Grade &
Most Cost Effective

Portfolio of Gateways, Network Server,
Sensors & Applications
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