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1 Definitions

1.1.1

1.1.2

1.1.3

1.14

1.1.5

1.1.6

1.1.7

Application (Devices) - Grouping of devices on the network server. Not to be
confused with the end use application or Application Platform.

Application (Platform)- end use application that interprets the data from
your devices. For example, ThingsBoard

Data Converter - Bidirectional entity that translates the dense binary payload
of the LORAWAN device to JSON payloads for messages. Used to facilitate the
integration.

Device: Device represents a sensor or other end-device as per LoRaWAN.
Supported devices are class A, B and C devices as per LoORaWAN specification.

Gateway - Gateway receives data from physical devices and forwards it to the
network server. Gateway is always registered in the NS and belongs to only
one Customer.

Gateway (ThingsBoard) - ThingsBoard refers to a virtual device created on
the platform to handle the exchange of data between the Network Server and
ThingsBoard as a gateway.

Integrations - the link to the end use (application platform). It is valid to have
multiple integrations for the same group (application of devices)
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2 Introduction

The TEKTELIC network server is an integral component of LoORaAWAN™ Architecture, which
grants and protects access to the LoORaAWAN™ network. It proves both an uplink and downlink
interface between end-devices and the application layer, and facilitates secure data transport
from gateways to application. The diagram below illustrates the role of the Network Server.

LoRaWAN™ Architecture
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LoRaWAN

Every new TEKTELIC customer is provided a 3-month free trial for the network server. Access can
be requested either at the time of product purchase, or by creating a ticket through our customer
support portal. If you do not have access to the Tektelic support portal you can sign up at
https://support.tektelic.com/portal/home.

Once logged into your support portal account please create a ticket and request access to the
Tektelic Network server. A member of our team will create a demo account on the Network
Server. When this account is created you will be sent an email with a link to login.
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Your Tektelic LoRaWAN NS account has been
activated

Congratulations! Your Tektelic LoRaWAN NS account has been activated.

Now you can login to your Tekielic LoRaWAN NS space.

— The Tekielic LoRaWAN NS

3 User Interface

Generally, you will be provided a Customer Administrator account. The NS home page for a
Customer Administrator displays the following options: Users, Gateway Groups, Device Models,
Data Converters, Applications, Sub-Customers, Gateway Logs, and Alarms. Note that these
items are also displayed on the left-hand menu for easy access at any time.

[ TEKTELIC #A Home

A HOME

Users management Gateways management Device models management

23 USERS

o GATEWAY GROUPS

[0 DEVICE MODELS | ou

11, DATA CONVERTERS

EE APPLICATIONS GATEWAY GROUPS DEVICE MODELS DATA CONVERTERS

22 SUB-CUSTOMERS

@ cATEWAYLOGS
Applications management Sub-Customers management Gateway logs Browse alarms

o ©)

A Aarms

APPLICATIONS SUB-CUSTOMERS GATEWAY LOGS ALARMS

Users: Use this function to create new user accounts for your network. You can create 4
different account types depending on the amount of access required.
e Customer Administrator — This level of access is able to:
o 1) Manage own devices.
o 2)Create and manage applications.
o 3) Create and manage sub-customers.
o 4) Assign Applications or individual devices to a Sub-customer
e Customer User — Read Only access to Customer level.
e Sub Customer Administrator- this level of access is able to:
o 1) Manage own devices.
o 2) Create and manage applications.
e Sub customer User — Read only access to Sub Customer level.
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Gateway Groups: Navigate here to add/delete a gateway change setting.

Device Models: This is where you can edit the types of devices you want to use on your
network. Supported devices are class A, B and C devices as per LoRaWAN specification.

Data Converters: Add, delete or modify a data converter

Applications: this refers to device application (grouping of devices) not to application Platform.
Navigate here to create device application and add/manage devices.

Sub-Customers: Add, delete or modify sub customer settings.

Gateway Logs: View gateway statistics, alarm events, RPC command/responses, configuration
updates join requests and data up/down logs.

Alarms: Review recent or current alarms. These can include

4 Commission Gateways

To register Gateway:

1. Login to your Tektelic Network Server
2. Navigate to the Gateway Groups screen and select a Gateway group to add Gateway.
= |f no Gateway groups exist select “+” (Add Gateway group) in the top right
corner and create a new Gateway group.

o& Galeway groups w5 e Customer adminisiater -

Add Gateway group

Gateway groups Q

4 HOME
22 USERS
ok GATEWAY GROUPS Created Time ], Name #of gateways
[e0 DEVICE MODELS

11 DATA cOnVERTERS

I APPLICATIONS

NO GATEWAY GROUPS FOUND
2% SUB-CUSTOMERS

A ALARMS

= All a new Gateway group requires is a name. description is an optional.
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Add Gateway group

GATEWAY GROUP DETAILS

Name
Test_Gateway

CANCEL

3. From the Gateway Groups side bar select the “Manage Gateways” button.
TEKTELIC

A HOME

Si USERS

& GATEWAY GROUPS [ crotedTime b h
-

(36 DEVICE MODELS
0O ws0z06120710

Gateway groups TEST_GATEWAY

CONFIGURATION ALARM RULES

GATEWAY GROUP DETAILS
ATA CONVERTERS

PPLICATIONS (B COPY GATEWAY GROUP 1D
UB-CUSTOMERS

& Aurus

4. Select the “+” button in the top right corner.

T |C o» Gateway groups > o Gateways

HOME

Test_Gateway: Gateways
1 USERS

GATEWAY GROUPS [[] Created Time Name GW-ID Gateway model Public
DEVICE MODELS
DATA CONVERTERS

iii APPLICATIONS
NO GATEWAYS FOUND

SUB-CUSTOMERS

ALARMS

5. Enter your Gateway Name and GW-ID, select your Gateway Model from the list. Verify
the information is correct and then click the add button.
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Add Gateway X

GATEWAY DETAILS LOCATION

SPECTRAL SCAN [l SPECTRUM ANALYZER [l RADIO STATISTICS ~

Kona_Mega_GW
647FDAFFFEODOODS
6/16

Kona Mega US

[J Public

ADD CANCEL

= Enter your location information under location tab. (Note this step is optional)
Your Kona gateway is now registered with Network Server.

¢ HOME
Test_Gateway: Gateways + Q
= USERS
GATEWAY GROUPS [] createdTime |- Name GW-ID Gateway model Public
DEVICE MODELS _
O 20180122 10:43:51 I Kona_Mega_GW 547FDAFFFEO000DY Kona Mega US I O (e, |

DATA CONVERTERS
"E APPLICATIONS
&2 SUB-CUSTOMERS
A ALARMS
7. once gateway is registered and communicating to the network server, status will show
online and last activity time will be most recent time.

TEKTEll_lc = Gateway groups > & Gateways

Ly B KONA_MEGA_GW

Test_Gateway: Gateways

USERS Gateway details

wh GATEWAY GROUPS [ crestedTime - Name
MOVE TO GATEWAY GROUP [ll MANAGE CREDENTIALS m
CATION NTS

[ DEVICE MODELS

16002103 Mega W
0O weor2zi04as R GATEWAY DETAILS

LOCA EVEI STATISTICS CONFIGURATION
11 DATA CONVERTERS
[« EEEEINETNAV I srecTraL scan [l sPECTRUM ANALYZER [l RADIO STATISTICS

i APPLICATIONS

5 Create an Application (Group of devices)

Applications are like folders to keep your devices organized. For example, all your temperature
sensors may be in the same application. You can also group the devices by the settings you
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HOME
32 USERS
GATEWAY GROUPS
DEVICE MODELS
DATA CONVERTERS
i APPLICATIONS

sa SUB-CUSTOMERS

' ALARMS

7 TEKTELIC

require. For example, if you may need to change the network settings on multiple devices it
may be easiest to group them in one application.

1. Navigate to the Applications screen
= Select “+” (Add Application) in the top right corner and create a new application.

£ Applications

Applications

Created Time J, Name Assigned to

NO APPLICATIONS FOUND

= All a new application requires is a name. Enter the name and then select “add”
button. You can set application specific network settings but it is not required.

Add Application X
APPLICATION DETAILS ADVANCED NETWORK SETTINGS
MName * G
ITest_Home_Senso;I X
- v
Send app payload encrypted to an Application Server
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6 Add your Devices

In order to commission a device, you will need the DEVEUI (Device EUI), APPEUI (Application
EUI), APPKEY (Application Key) and in some cases, the Network Key. These commissioning
values can be obtained from the device manufacturer. If you have a TEKTELIC device, you
should have received a sheet with these values in the box with your device. Soft copies of these

values can also be sent upon request via the support portal.

1. Select Applications from the list, followed by manage devices Manage Devices.

r TVE.K.‘[:EL‘K:: i Applications

# Houe TEST_HOME_SENSOR

25 USERS Applications
i

Ap

ils
o CATEWAY GROUPS [ comedTine & -
ASSIGN TO SUB-CUSTOMER MANAGE CREDENTIALS MANAGE DEVICES MANAGE INTEGRATIONS DELETE
ALARM RULES

[e0 DEVICE MODELS
[ 20208133224 Test Hon

APPLICATION DETAILS ADVANCED NETWORK SETTINGS
1] DATAcONVERTERS

31 APPLICATIONS ) COPY APPLICATION ID
A2 SUB-CUSTOMERS

A ALARMS

2. Select the “+” (Add Device) button in the top right corner.

|C iii Applications >  [o0 Devices

HOME

Test_Home_Sensor: Devices
s USERS

GATEWAY GROUPS Created Time ], Name Device model Device class Device EUI Application EUI
DEVICE MODELS
DATA CONVERTERS

I APPLICATIONS

NO DEVICES FOUND
2 SUB-CUSTOMERS

A' ALARMS

3. Enter a name, Select the type of device model and enter the correct commissioning
information for your sensor. Verify the information is correct and then click the add
button. If you do not see your device model you can add it by selecting “device models”
from the left-hand menu.
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Add Device X

DEVICE DETAILS ADVANCED NETWORK SETTINGS ACTIVATION

me

Tektelic-Home-Sensor

I
7

Device mode!

Home Sensor

Device EU

647FDADOOOOOOTTF

16716

Application EUI *

647FDABO0000011TF

16/16

Application Key

18642C8D963567067E22CD24651E1CA7S |

32/32
Use application settings

D Use application settings v

= Advanced network settings can be applied but are not required. However, if you
are using a gateway such as the Kona Micro or Kona Macro in North America
region that uses less than 64 channels, we would recommend changing the
default channel mask under Advanced Network Settings to correspond with the
number of channels your gateway uses.

4. Once your sensor is registered and communicating to the network server, status will
show online and last activity time will be most recent time. Note that the default
timeout setting is 1 hour. If no activity is detected within this time the sensor will show
offline. It will come back online the next time data is sent.

"~ TEKTELIC =2 Applications > [z Devices

A HoME

TEKTELIC-HOME-SENSOR

Device details

DELETE

DEVICE DETAILS ADVAN: WORK SETTINGS

2= usms Test_Home_Sensor: Devices

=k GATEWAY GROUPS [ created Time

(3 DEVICE MODELS

O mieor22 104725

11 oaTA CONVERTERS

22 APPLICATIONS B copv pEvice D

42 SUB-CUSTOMERS . . -
N auanws Online 2018.0206 14:48:59
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5. To See uplink and downlink packets select the Tektelic-Home-Sensor then select the
Real-Time Packets tab.

" TEKTELIC a5 Applications > [ Devices

TEKTELIC-HOME-SENSOR

e Device details

11 DATA CONVERTERS

I APPLICATIONS

7 Create data converter

A Data Converter is needed to transmit data to your application platform. This is done by
selecting data converter from the left-hand menu (or home screen) then pressing the + button
in the upper right-hand corner. There are a default data converter such as Tektelic Home
Sensor, and Tektelic industrial Sensor that you do not have to create. You also have the option
to create your own custom converter by manually entering a Decoder and Encoder.

An example of a custom converter to print the raw payload is as follows.

Decoder:

/I Do not decode anything, just put it into AS as is

arr = [J;
for (var i = 0; i < bytes.length; ++i){
arr.push(bytes]i]);

/Ireturn { "bytes": JSON.stringify(arr), "port": port, "payload length": bytes.length};
return { "bytes": toHexString(arr), "port": port, "payload length": bytes.length};

function toHexString(arr) {
var s = '0x’
arr.forEach(function(byte) {
s += (‘0" + (byte & OxFF).toString(16)).slice(-2);
D;
return s;

}
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8 Create integration - Application Platform

The integration is unique depending on the end application you are using. In this example we
will use ThingsBoard Application Server. Please contact Tektelic via the support portal if you are

interested in a demo account with Thingsboard.

The Tektelic Network server also supports integrations with Azure and HTTP. If you have any
guestions about compatibility of a particular application platform please contact us. If you are
unsure on how use or set up a particular application platform, please contact the developer of
that platform directly.

8.1 Setting up an integration with ThingsBoard

Create the ThingsBoard gateway by first selecting devices from the ThingsBoard home screen,
then by selecting Add Device. The ThingsBoard Gateway is a special device that handles the
exchange of data between the NS and the Application. See screenshots below.

ules and plugins management

R
Devi nt

sset management

Customer management A
n

Dashboard

ent
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Add Device ® X

TekNS-Integration

TB-Integration

. Is gateway

2. Copy the access token from your newly created device. To do this click on your device
and then select copy access token.

TEKNS-INTEGRATION

) RULES
23 customens
Wy Assers

. ASSIGN TO CUSTOMER
< X
ol s

2% WIoGETS LioRARY

53 OAsHoOARDS

Example:
Pz1gSHVGC2YiBlawmt
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3. Return to the NS and select your application (group of devices) and then select “manage
integrations”.

T Appiicauons

Application detail

ASSIGN TO SUB-CUSTOMER [ll MANAGE CREDENTIALS m
NCED NETWORK SETTIN PILIMIT:

APPLICATION DETAILS

@b GATEWAY GROUPS [] Created Time

(o0 DEVICE MODELS

o oaa

MANAGE INTEGRATIONS m

23 SUB-CUSTOMERS

@ GATEWAY LOGS

& Aars

4. Select the “+” sign in the top right-hand corner to add an integration. The NS Integration
Configuration is:

e Type: ThingsBoard

e Data Converter: the specific converter you wish to use. For example, Tektelic
Home Sensor

e Host: either tek-tb-us.ThingsBoard.io (North American server) or tek-tb-
eu.ThingsBoard.io (EU Server)

e Port: 9883

e Copy your access token into the Token Field of your integration.

6. Return to ThingsBoard and you should now see your device(s). Devices displayed as
their DevEUI. You should see other devices labeled as “Gateway” which are the
LoRaWan Gateways that saw your device.

7. The next step is to create a dashboard to visualize your data. Select Dashboards from the
left-hand menu, followed by Create New Dashboard in the bottom left hand corner. This
will bring you to the widgets screen
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NO DASHBOARDS FOUND

8. From the data tab on the add widget menu, you select your entity (sensor) and then your
timeseries (what you are measuring). The settings and advanced tabs can be used to customise

various aspects of your widget.

Add Widget

DATA SETTINGS ADVANCED

. Use dashboard timewindow

Datasources

ACTIONS

(© REALTIME - LAST MINUTE

Type Parameters

1. Entity +  647FDA000000ODTE

X

+ ADD

. voltage: voltage #° X

Tektelic Communications Inc.
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top menu.

4 HOME

o PGS

&) RULES

1y oaTA converTers

5] INTEGRATIONS

22 CUSTOMER GROUPS

B3 AsseT GrouPs

(a0 DEVICE GROUPS
Go Al

2% WIDGETS LIBRARY

B DASHBOARDS

n SYSTEM SETTINGS

@ avorrLocs

NOTE: Widgets can also be created from the latest telemetry screen under devices. Simply
select a payload you want to display as a widget, and select Show on widget from the from the

All: Devices

[ coestedtime
[ amsoszeranans
[ 201904-24 09:0050
[ sms0+2¢ 090050

[ 2esezacaszas

For a more detailed description of ThingsBoard — please refer to the full user guide at
https://ThingsBoard.io/docs/getting-started-guides/helloworld/
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PIR SENSOR
Device details
Hame
DETAILS ATTRIBUTES LATEST TELEMETRY ALARM: VENTS RELATION AUDIT LOG
64TFDAFFFEQOTEZ]
B 1 telemetry unit selected B2 sHOW ON WIDGET
Base Sensor
TeRNS integraton 00 tempaneime o o
[ ] humidity 45
0 = s
O osoeszas FGount
[] 20082512003 - .
O aososasizesas pre— sotdattoonez
>
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