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General Information

Azure does not have native integration with LoRaWAN. The Azure IoT Central Device Bridge
must be implemented to connect a LoORaWAN network server APls, dealing with uplinks and
downlinks, to the Azure 10T APlIs.

To use the Integration between the Azure IoT Central and the Tektelic Network Server, you will

need the following:

1. Setup the Azure IoT Central Device Bridge:

1.1. An Azure account. You can create a free Azure account.
1.2. An Azure loT Central application to connect the devices.
1.3. A docker-image of the Azure loT Central Device Bridge to deploy it in the
Azure Portal.
1.4. A device template at the created Azure loT Central application
2. Setup the integration on the Tektelic Network Server:
2.1. A data-converter for the devices these are used in integration.
2.2. Create an Azure loT Central integration instance.
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1 Setup the Azure loT Device Bridge

1.1 Create an Azure Account

*** Notice, that this step is necessary only if you have no Azure loT account yet and/or want
to get the free account to verify the Azure loT Central integration. ***

Open the next link https://azure.microsoft.com/en-us/free/iot/ and select “Start Free” button.
In the opened window login with your Microsoft Account or create a new one. After that fill the
mandatory fields in the “Your Profile” section and click “Next” button (Figure 1-1).

Your profile
Country/Region Create your Azure free account
hange thisselection laer
- Popular services free for 12 months.

I'_D 25+ services always free

@7 $200 credit to use in your first 30 days

Identity verification by phone

Figure 1-1: Your profile
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https://azure.microsoft.com/en-us/free/iot/

On the next page verify your phone number and verify yourself by credit card after that (Figures
1-2 and 1-3).

B Microsoft Azure

Your profile

Identity verification by phone Create your Azure free account

A text or phone call helps us make sure this is you.

ooty oo Popular services free for 12 months
ouiry code

I_p 25+ services always free

Phone number

@ 5200 cradit to use in your first 30 days

No automatic charges

[ Chat with Sales

We'll make a temporary authorization on this card, but you won't

be charged unless you upgrade. 75 25+ services always free

@= 5200 credit to use in your first 30 days

wisa B2

Cardholder Name

No automatic charges

Address line 2 (Optional)

State (Optional)

Postal Code

Country/Region

B Chat with Sales

Figure 1-3: Credit card verification

Click on the “Sign Up” button after that. A new free loT account should be created. After that
you should to create a subscription.
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1.2 Create an Azure loT Central Application

Navigate to the Azure loT Central site and then sign in with the Microsoft account associated
with your Azure subscription.

In the opened window:

e Navigate to the Build page and select “Create app” in the Custom app tile (Figure 1-4).

e 2 *

ected logist Digital distributi

Micro-fulfillment center

Retail Energy Government  Healthcare
[<

nter In-store analytics - condition In-store analytics - checkout Smart inventory management
i Use N

Figure 1-4: Create a new application

e Onthe “New application” page, make sure that Custom application is selected under
the Application template.

e Azure loT Central automatically suggests an application name based on the application
template you've selected. You may enter your own unique application name.

e Azure loT Central also generates a unique URL prefix for you, based on the application
name. You use this URL to access your application. Change this URL prefix to something
more memorable if you'd like. This URL must be unique. (Figure 1-5)

e Select the Pricing Plan. (Figure 1-5)
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@ Home
l @ Buid
B Myapps

Build > New application

New application  cusen

About your app

Application name * O
URL* @

Application template * @ We've got you covered

Billing info

Figure 1-5: New app window part 1

e Select your subscription in the Azure subscription drop-down. (Figure 1-6)

e Select your closest location in the Location drop-down. (Figure 1-6)

e Review the Terms and Conditions, and select Create at the bottom of the page. After a
few seconds, your loT Central application is ready to use. (Figure 1-6)

Billing info

Directory * (O
[

Figure 1-6: New app window part 2

(For more information visit https://docs.microsoft.com/uk-ua/azure/iot-central/core/quick-

deploy-iot-central)
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1.3 Deploy the Azure loT Central Device Bridge

1.3.1 Build the Docker Image and Push it

First of all, it is necessary to get the repository with Azure loT Central Device Bridge from the
GitHub repository https://github.com/iot-for-all/iotc-device-bridge.

When the Azure loT Central Device Bridge repository is cloned, perform the following actions:

e Run the “docker build .” command in the solution folder to build the Device Bridge
image.

e Create a container registry in your Azure subscription that was created in the section 1.1
of this guide. For example, use the Azure portal, the Azure CLI, or Azure PowerShell.

e Tag and push the image to an Azure Container Registry (ACR)
(https://docs.microsoft.com/en-us/azure/container-registry/container-registry-get-

started-docker-cli)

*** You should note the image name and the ACR credentials, which are necessary in the next

steps. ***
1.3.2 Deploy the Image

Once the Device Bridge image is built and pushed to the registry it is necessary to deploy it.
Open the Azure custom deployment page by the following
https://portal.azure.com/#create/Microsoft.Template/uri/https%3A%2F%2Fraw.githubusercon
tent.com%2Fiot-for-all%2Fiotc-device-bridge%2Fmain%2Fazuredeploy.json .

The Custom Deployment page should be opened (Figure 1-7):

Custom deployment
Depioy from 3 custom terapbre

Figure 1-7: Deployment setup
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https://github.com/iot-for-all/iotc-device-bridge
https://github.com/iot-for-all/iotc-device-bridge
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-get-started-portal
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-get-started-azure-cli
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-get-started-powershell
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-get-started-docker-cli
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-get-started-docker-cli
https://portal.azure.com/#create/Microsoft.Template/uri/https%3A%2F%2Fraw.githubusercontent.com%2Fiot-for-all%2Fiotc-device-bridge%2Fmain%2Fazuredeploy.json
https://portal.azure.com/#create/Microsoft.Template/uri/https%3A%2F%2Fraw.githubusercontent.com%2Fiot-for-all%2Fiotc-device-bridge%2Fmain%2Fazuredeploy.json

In the opened page fill the mandatory fields according to the following:

e Inthe Bridge-name parameter, enter the name for the new Bridge instance. This name
will be part of the HTTPS endpoint for your instance, so it may only contain letters,
numbers, and dashes.

e The loTC SAS key and Id scope parameters can be found in the Azure loT Central
Application that was created in the section 1.2 of this guide. Go to your loT Central
application and navigate to the Administration > Device Connection area. Copy the ID
Scope field (Figure 1-8) and paste it into the iotc-id-scope parameter in the template. In
the same page, under Enrollment groups, open the SAS-loT-Devices group (Figure 1-9).
In the group page, copy either the Primary key or Secondary key and paste it in the
lotc-dps-sas-key parameter of the template (Figure 1-10).

Administration . .
Device connection

We use the Azure lT Hub Device Frovisicning Service (DPS) to register and connect devices, Learm m

Attestation type Created Group type. Certificate expiration

Figure 1-9: SAS-loT-Devices group
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Administration <
DAV -UeVILES

< enroll roups to connect specific typss of devices Lsing cradentials that you choose. Leam mars

B Myapps

Figure 1-10: Primary and Secondary Keys

e In the Api-key parameter, define a strong (and preferably randomly generated) API key.
This key will be used to protect the HTTP API and must be included in the x-api-key
header of every request to the Bridge

e Inthe Sql-username and Sql-password parameters, enter an admin login and password
for the Azure SQL instance that will be provisioned by the solution (it is used for caching
and storing device info). The password must follow the SQL Server password policy.

e By default, the Bridge will publish logs to a Log Analytics workspace of your choice. If
you do not already have a Log Analytics workspace created in your resource group, you
can create one by following these instructions. In the Log-analytics-workspace-id and
Log-analytics-workspace-key parameters, provide the credentials of your workspace
(instructions to obtain the credentials of your Log Analytics workspace can be found
here).

e Go to the Azure Portal and open the ACR with Docker image that you have already
pushed in the section 1.3.1. Open the “Access Keys” tab (Figure 1-11). In the Acr-server,
Acr-username, and Acr-password parameters provide the credentials of your ACR
instance “Access Keys” tab.
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https://docs.microsoft.com/en-us/azure/container-instances/container-instances-log-analytics#get-log-analytics-credentials

| Access keys - X

Repository permissions

Policies

@ Content trust

Figure 1-11: Access Keys tab

After providing all necessary parameters, click the Review+create button. The deployment may
take a few minutes. Once finished, you can find the newly provisioned resources in the target
resource group.

1.4 Add a Device Template to the Azure loT Central Application

To add a device template to the Azure loT Central Application it is necessary to have the JSON
file with template model match the Azure loT Central requirement.

*** Notice, that you are always able to get the templates for Tektelic sensors through Tektelic
support portal. ***

Navigate to your loT Central Application and click on the “Device Template” tab (Figure 1-12).
After that click on the “New” button to create a new device template.
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https://docs.microsoft.com/en-us/azure/iot-central/core/concepts-device-templates

Device templates

Sort by: Last updated v
tos

Has pending changes I Never published

com Sencor No pending change: £ Pubihed 6 days g0

B Myapes

Figure 1-12: Device template tab

After that in the opened page select the “loT Device” in the “Create a custom device template”
section and click on the “Next: Customize” button (Figure 1-13).

= D mplats Create new
B Dasmbosrd

@ Sselecttype
@ o Select type

Re

13 Bovicegrotps A device template is like & blueprint. It defines the charactesistics and behaviors of devices that connect to your application.
5 FRules Create a custom device template
K Anayi
B Job

App settings
| @ oevice tempiates
& Dataexport

A Adminisiraion &

Featured device templaty

[ —— % [l Acure loT Contral @ [l Asure oT Cantral D

f
— 1
AIGACO] 3
ey

Figure 1-13: Create new template part 1

B Myapps

In the next window specify the device template name and click on the “Next: Review” button
(Figure 1-14).
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= Device templates > Create new

Bl Dashboards
@ Devces ? e Customize
@ Customize
—

Ll Device groups . e
& Rues l \. <]
e Anabytcs [rnissas

O Jobs

App settings
| @, Device templates

& Dataexport

#  Administration

B vy apps

Figure 1-14: Create new template part 2

Review a new device template info and click on the “Create” button. A new device template
should be added to your device template list. Click on it to open. After that click on the “Import
model” link and specify the path to the JSON file with template model (Figure 1-15).

Figure 1-15: Upload the template JSON

After the JSON file would be applied the page with device template configuration should be
opened. Click on the “Publish” button on this page (Figure 1-16).
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@ Dashboacds
® Devcss

Device groups

fo  Rules
K& Anaiytics
B Jobs
App setiings

|@\ Device templates
€ Datasxport

& Administration

B Myapss

This devce template i sublined. Editing

Version L, Manage test dev

Device templates > Smal

Model

TektelicHomesensar

Cloud propertiss

Customize

Views

Raw data

Rename [i] Delste

oom Sensor > Madel > TektelicHomeSensor

Smart Room Sefjsor

- ppicstion updtecs s 390

- as cspaniity 7 Bt ideetty o Bxport

TektelicHomeSensor [

Add capalities spectic to this & del. Learn mere

Display name

Battery Voltage

Ambient Temperature ambient_temperature

e Humidity relative_humidity

Acceleration Magnitude impactmagnitude

MCU Temperature meu_temperature

Moist

Figure 1-16: Publish the template

Capability typa * (D)

Telemetry

Telemetry

Telemetry

Telemetry

Telemetry

Telemetry

Semantic type O
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2 Setup the Azure loT Device Bridge

For integration between Azure loT Central and Tektelic Network Server, two things should be
provided:

e The corresponding data-converter for the device model that is used in the
integration. This converter should return a JSON object in a format that is acceptable
for the device template created in section 1.4.

e The Azure loT Central Integration instance should be created in the Tektelic Network
Server

2.1 Create a Data Converter on the Network Server

Login to the Tektelic Network Server as a customer administrator. After success login click on
the “Data Converters” tab to open the list of the data converters. In the opened page click on
the “+” button the to create a new data-converter (Figure 2-1).

FOTEKTELIC 12 vata converters B (D= B

A HOME

ssens Data converters Q

| GATEWAY GROUPS [] crestean

o GATEWAYS

O

[ofl DEVICC{AQDELS

13 oA conveRTERS

31 APPLICATIONS

[e0 DEVICES

£4 SUB-CUSTOMERS
@ GATEWAY LOGS

W ALARMS

Ooooooooao
n =

Figure 2-1: Data converters tab

After that in the “Add Data Converter” window specify the data-converter name and in the
“Type” drop-down select the “Custom” option (Figure 2-2).
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k
Add Data Converter X

Azure Smart Room Converter

Custom

Decoder

function Decoder(bytes, port) { La

1 [// Do not decode anything, just put it into AS as
is

2 wvar arr = [];

3- for (var i = 8; i < bytes.length; ++i) {

4 arr.push(bytes[i]);

5}

6 return {"bytes": JSON.stringify(arr), "port":
port, "payload length": bytes.length};

}
Encoder

function Encoder(data) { La

1 [/ Encode downlink messages sent in

2 // Base64 format as an array or buffer of
bytes.

3- function atob(input) {

A wan chane —

Figure 2-2: Add Data Converter

In the “Decoder” and “Encoder” fields you have to specify the program code that will be used
to decode/encode the telemetry data from your sensor to your Azure IoT Central Application
according to device template created in section 1.4. After that click on the “Add” button and a
new data-converter would appear in the “Data Converters” list.

*** Notice, that you are always able to get the data-converters for Tektelic sensors Azure
Integration through the Tektelic support portal. ***

2.2 Create an Azure loT Central Integration

Login to the Tektelic Network Server as a customer administrator. After success login click on
the “Applications” tab to open the list of the applications (Figure 2-3).
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122 Applications

JE— Applications + Q
I GATEWAY GROUPS [ Gresteatime s Name Assigned a
= GATEWAYS _
APER T
(30 DEVICE MODFLS
APERE
13 oATA coNERTERS
Hi APPLICATIONS APERE
[e0 DEVICES APk T
3 SUB-CUSTOMERS APERE

@ catewarLocs

A ALarMs

Figure 2-3: Applications tab

Click on the application for which the integration will be created and in the opened tab click on
the “Manage Integrations” sub-tab to open the list of the related integrations (Figure 2-4).

JUTEKTELIC s Applications

At HOME

Applications SBE APPLICATION SMART ROOM

2a USERS Application

ils
|E GATEWAY GROUPS
AssiGN 10 sus-cusTomer [ll Manace crepenTiALs [ll Manace Devices [l MANAGE INTEGRATIONS | DeLeTE
o GATEWAYS
2010617103419 VANCED NETWORK SETTINGS APILIMITS ALARM RULES

APPLICATION DETAILS
[30 DEVICE MODELS

13 DATA coNVERTERS s z B COPY APPLICATION ID
3 APPLICATIONS »
[0 DEVICES 2 ) SBE Application Smart Room
22 SUB-CUSTOMERS
@ GATEWAYLOGS

W ALarMs

Figure 2-4: Application details tab

When the “Integrations” page is opened click on the “+” button to create a new integration
(Figure 2-5).
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EKTELIC i Applications > g Integrations

SBE Application Smart Room: Integrations Q
= /
[E GATEWAY GROUPS [ crestearime b jame Type Deta converter

o GATEWAYS

O =210 A vl varter ]
[50 DEVICE MODELS

O 2021406171520 0l0 [ ]
13 DATA cONVERTERS

20210617 152002 Things hingsBo |

B APPLICATIONS O 2210617152082 & u
[0 DEVICES O 2210 Tt [ ]
22 SUB-CUSTOMERS O ze210817151817 MOTT integration wmatT [
® swrewrioss [ p— .
W ALARMS
2 [ zezros171s07a7 HITP Inegraton Hrre i

Figure 2-5: Integrations tab

In the “Add Integration” window specify the Integration name and select the “Azure loT
Central” as integration type. After that additional fields should appear (Figure 2-6).
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Add Integration

Azure loT Central v

Your Azure loT Central Device Bridge HTTPS endpeint. Common format: https://[bridge-
name] [region].azurecontainer.io. This endpoint can also be found by navigating to the Device
Bridge container group deployed to your subscription = Properties = FQDN

APl key that was defined during Azure loT Central Device Bridge deployment

An '@id" field from your lot Central Device template. Example: dtmitekteliccHomeSensor;1 -

ADD CANCEL

Figure 2-6: Add Integration tab

Fill these fields according to the following:

o “Data converter” - the data converter that was created in the section 2.1.

e “lot Central Device Bridge URL” - open the Azure portal and navigate to Container
Instances. Select the container group which have been used for Device Bridge
deployment. Click on the “Properties” tab and find here the “FQDN” field (Figure 2-6).

*** Notice, that HTTPS protocol should be specified in this field before the loT Central Device
Bridge URL. ***
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Figure 2-7: FQDN parameter in the container group

e “loT Central Device Bridge API key” - the Api-key parameter that was defined during
the docker container deployment in the section 1.3.2.

e “loT Central Device Model ID” - An “@id” field from your loT Central Device template
JSON file, that was used for template creation in the section 1.4.

After filling in the mandatory fields, click on the “Add” button.
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3 Setup the Azure loT Device Bridge

3.1 Get Uplinks from the Sensors

When the sensor sends the first uplink to the Tektelic Network Server it should appear in the
Azure loT Central Application in the “Devices” tab (Figure 3-1).

P Search

= Devices <
@ Dashboards Fier templates All devices
|@ Devices All devices
8 F i Import m Y O
L Device groups mart Room Sensar
Device name Device D Device status Device tempiate Simuiated
& R
Provi d No
K Ansiyics
No
o Jobs
No
App settings
1505198915051990 1505196915051990 Provisioned N
B Device templates

3 Data export

& Administration

B Myapps

Figure 3-1: List of the devices in the Azure loT Central Application

Click on the device and open “Raw data” to see the list of uplinks that device has send to the
Network Server (Figure 3-2).

O Search

= Devees > Smart Room Sensor > 64TFDAODOO0D3513 # Connect @ Block @ Attachtogate.. =BRename 7 Edittemplste [ Delete
B Dashboards ‘ 3 647FDAQ000003513
@ oew Comman @ Rawdata

Last dlata received: 6/23/2021, 33231 PM | Status: Prouisioned

O ®# @ v
% Rules Timestamp | Message type Event creation time acceleration Acesleration Magnitude Ambient Light State
K Analytics Telemetry
[i
B et 26.8,
App settings
{
B Device templates 11,8,4,104,93,0,255,1,39]",

G Dataexport

elenetry”,
2021-96-23112:32:31.1832"
M Administstion

33131 PM Telemetry
@ > 623202153031 P Telemetry
© > szse02 Telemetry
@ > 62372021, 32831 PM Telematry

@ > e

Q@ > e

@ > e@y201 Telemer
@ > 6232001 Telemets
@ > 6 Telemet

B Myapes

Figure 3-2: Raw data tab
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3.2 Send Downlinks to the Sensors

Open the “Devices” tab in the Azure loT Central Application and click on the device you want to
send downlink. In the “Command” tab fill the “Port” and “Data” in Base64 format” fields and
click on the “Run” button. The correspond command should be added to the queue after that
and the correspond downlink should be displayed in the “Downlink Queue” tab of the
connected device in the Tektelic Network Server (Figure 3-7).

= Devices > Smart Room Sensor > 647FDAOB000DIS13 & Connect @ Block % Attach to gate... =B Rename 2 Edit template [i] Delete
3 Dashboards “ 647FDA0000003513
|@ beices Commard - Fawdan s 2300 3351
&l D P =

TektelicHomeSensor / Send Dawnlink (O 0 Command history
% om

Payload
2 Analytics
Paramets

B

B Myapos

Figure 3-3: command tab
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2 uses Devices

|B GATEWAY GROUPS [ crestedTime b
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Figure 3-4: Downlink Queue tab
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It is possible to send downlinks and get uplinks to the device via Azure loT Hub via REST API. See
the official Azure documentation to get more information about it
(https://docs.microsoft.com/en-us/rest/api/iotcentral/1.0/devices).

3.3 Delete the Device

Select the device you want to remove and click on the “Delete” button. Confirm the deletion.
* kK

Notice, before deletion device should be unsubscribed from the Azure loT Central application
via device bridge.

Perform the next request to your device bridge instance that was deployed on the section 1.3:
DELETE Device_bridge_uri/devices/{deviceld}/DeviceBound/sub

*k k%
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