Unified BSP Upgrade using KonaFT



Introduction

» Reference guide to upgrade to and from the unified BSP on Kona Gateways (Enterprise,
Micro, Macro and Mega) using the KonaFT.
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Prerequisites

This guide will assume that you are familiar with operating and navigating through a Linux
environment.

Prerequisites:

e The latest release of KonaFT.

 FTP Program (such as FileZilla or WinSCP).

e Gateway (on which BSP needs to be upgraded) and KonaFT must be connected in the same
computer sub-network.

* Terminal program (such as TeraTerm or PuTTY).
» SSH access to the gateway (if managing files).
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https://support.tektelic.com/portal/en/kb/articles/konaft
https://filezilla-project.org/
https://winscp.net/
https://teratermproject.github.io/index-en.html
https://www.putty.org/

Prerequisites (Continued)

* All Kona gateways will be using a unified BSP upgrade package moving forward starting with BSP v7.X.X.
» Kona gateways will need to be on a specified BSP (seen below) before upgrading to the unified BSP.

* To determine the BSP version of your gateway, connect to the gateway (described in next section) and look
at the bottom right of KonaFT.

* If your gateway is not on the initial BSP version, use the legacy upgrade guide before proceeding.

Initial BSP Version Final BSP Version

Kona Micro v4.0.5 or newer V7.X.X
Kona Micro PoE v5.1.1 or newer V7. X.X
Kona Macro v6.1.4 or newer V7. X.X
Kona Mega v5.0.6 or newer V7.X.X
Kona Enterprise v2.1.2 or newer V7.X.X

Table-1BSP Upgrade Path

|GUIS/W D47 | GPIO FPGA v 0x5007.30 |BSPv5.1.1 |Agent v1.15.0

Figure-1 Gateway BSP version

TEKTELIC Communications Ilnc. Confidential 4



Connecting to your Gateway

Ensure that the computer and gateway are on the same computer network. Then follow the steps below:

In the top left corner, click on Tools and select Find my Gateway

Then select the interface that corroborates to the gateway's network. When ready, click Scan.
When your gateway appears, click on the entry and finalize by clicking Select.

On newer versions of KonaFT, select SNMPv2 from the drop-down menu indicated.

Below the SNMP drop-down menu in step 4, click Start to connect to your gateway.

Lk wneE

A pop-up with the title "AGENT MISMATCH DETECTED" may appear. This can be ignored.
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Connecting to your Gateway (Cont.)

@7 KonaFT - O X
Preferenc Tools
General Board Details Utilities Configuration Firewall Wireless Modem HM Alarm Log
e @
Gateway Info Packet Forwarder Application o |
Module TCODE: [ P J Start Spectrum Analyzer |
Serial Number: [87 Find Tektelic Gateways X il N = .
Modde Name: EmmErehes tektslc  running Antenna Selection: |Antennal ¥
Module Revision: ‘ 10.7.7.141 v | ‘ Scan
thets: 1 Avgerage count: |1 =
Gateway ID: MAC P | f@amp: 0
lamp: 0 Start Frequency (kHz): 902293 3
MAC Address: 64-7f-da-00-00-d 10.7.7.196
kets: 6904 Stop Frequency (kHz) (924600 2
Gateway Temperature: £4-7f-da-00-40-T1 10.7.7.26 pued: 6646 ‘ =
P E fail: 282 Bin Spading (kHz): |200 =
: 64-7f-da-00-40-8e 10.7.7.156 rate: 0.0405562 po— m Aralyzer
Module Time: hatch 0
64-7f-da-00-40-d3 10.7.7.101
N ofLora Antennas: e
64-7f-da-00-51-65 10.7.7.107
Minimum -137 T Maximum |A SR RADTED UITas -
64-7f-da-00-54-12 10.7.7.163
64-7f-da-00-55-32 10.7.7.164
64-7f-da-00-57-60 10.7.7.191
64-7f-da-00-58-41 10.7.7.168
64-7f-da-00-59-be 10.7.7.182
EA_7f da O ShocA 77310
43 gateways found Cancel
v
Poliing Interval: _—
port e o LoRa
_ [ Do Nt Pall . .
= communications
[ GUIS/W vD.47 | GPIO FPGA v.UNKNOWN |BSP v.UNKNOWN | Agent v.UNKNOWI

Figure-2 Find My Gateway
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Connecting to your Gateway (Cont.)

W3 KonaFT - u] 4

Preferences  Tools

General  BoardDetails  Utliies  Configuration  Firewall  WirelessModem  HMAlarm  Log

~
Gateway Info Packet Forwarder Application Spectral Scan |
: Spectrum Analyzer
Module TCODE: | stop | ‘ Start ‘ pe ¥ |
Serial Number: [ Check | [ Switch | Sample Period: 0.5 s z
Rodlepa e Currentpkt fwd:  tektelic  running Antenna Selection: |Antennad  ©
Module Revision:
# of transmitted packets: 1 Avgerage count: |1 B
Gateway ID: With fine timestamp: 0
iy . Start Frequency (kHz): 902299 5
e Without ﬁn.a timestamp: 0
# of received packets: 6304 Stop Frequency (kHz) 924600 :
Gateway Temperature: CRC passed: 6646
CRC fail: 282 Bin Spacing (kHz): | 200 $
Operating Band: Rax packet te: 0.0405562
packet error rate: 0.
Start Spectrum Anal
Module Time: No match 0 i
Mo of Lora Antennas: | Reset Counters | paliey) -
Minimum -137 7 Maximum Impart from ﬁ\a‘ Export to file | ‘l

(4) ;
P Address [10.7.7.205 | swvpvze v |
Poling Tnterval:

—_—
Port Disconnected - H [} LoRa‘ rEIqEI I C
Do Not P
Host IP UpdabeHostIP oretre — communications

|GUIS/W vD.47 | GPIO FPGA V.UNKNOWN | BSP v.UNKNOWN |agent v UnKnGWN

Figure-3 SNMP Drop-down menu
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Download Upgrade Package

All BSP upgrade packages can be found on the TEKTELIC FTP server. You can find out the |atest
releases here. Instructions to access the FTP are as follows:

1. Configure your FTP client to “Use explicit FTP over TLS if available”.

Protocol: | FTP - File Transfer Protocol =

A

Encryption: [ Use explicit FTP over TLS if available - ]

Figure-4 FTP client settings

2. Use the following credentials to access the server.
 Site: 74.3.134.34
* Username: customer
 Password: vU6_ATR3

3. Navigate to the “Universal_Kona_SW” directory and download the BSP package of your choice.
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https://support.tektelic.com/portal/en/community/tektelic-announcements/announcements
https://support.tektelic.com/portal/en/community/tektelic-announcements/announcements

Uploading Upgrade Files

1. Goto Tools = File Transfer
2. Click on Browse and select the upgrade package.
a. DESELECT the decompress checkbox if you access the gateway via admin account.

Upon selecting the file to be uploaded to the Gateway, click Upload
4. A prompt will ask for a username and password. See below for details.

___Username __ Password __________ Notes

w

root 9-Digit Serial number of the Gateway (i.e. * Applies to gateways with serial numbers that start with 21
1618B0052) and below.
admin 9-Digit Serial number of the Gateway (i.e. *  Commonly found on older ENTERPRISE gateways.
1618B0052)
admin Random string of characters provided onthe <«  Applies to gateways with serial numbers that start with 22
test report. and above.

* Some units in this category may still have root as the user
and the serial number as the default password.

Table-2 Username and Password

NOTE: If the password is not on the test report, contact Tektelic Support and provide the following:
* T-code (i.e. TOOOXXYY) and serial number (i.e. 1212A3434)
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https://support.tektelic.com/portal/en/kb/articles/kona-gw-general-faq#1_What_is_the_password_of_my_gateway
https://support.tektelic.com/portal/en/kb/articles/kona-gw-general-faq#1_What_is_the_password_of_my_gateway
https://support.tektelic.com/

Uploading Upgrade Files (Continued)

5. Asupgrade file will start uploading on the GW, you can monitor the status of upload shown in Figure-5.
6. After upload finishes, wait for 2-3 minutes as the uploaded zip file will be unzipped on the Gateway.

W7 File Transfer =

Upload files to target Download logs from target

Select file to upload Decompress

Kona_Micro_SW_BSP_5.1. 1.zip | | browse |
v pregke_g M1t _faal
Rt e, 2™ ha EANTLAN
iy, ety - Lrre T e [T
r_Feadl CLde ﬁJu AL I
0 FEEPPFTR—_dP® "eir B
Lagr trttttt eesee kk kktttttt seses |1 ii [=2edaa]
JRdLP tt  ee kk Kk £t e Il IL oo ©
a'd _41 Tt eceee kkkkk Tt eeeee |1 ii oo
_J P ad tt es kk kkk £t == 1L [=r=t
_ng d;’ tt eceee kk kk tt eegee LLLLL 1L cooococo
J ; h .
. P =) o Mo u noi =1 a L o n H)
oo
Limal DN
v YT

Tektelic Communications Inc httpis-tektelic.com

ALl connections are monitored and logged i
Disconnect IMMEDIATELY if wou are not an authorized user

Uploading file, this may take a while...
Dlle.successFuily uploaded, unzipping...
onet

Figure-5 File Transfer
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Uploading Upgrade Files (Continued)

Gateways that use the admin credentials to access the gateway have additional steps to perform, as the
admin account does not have sufficient permissions to administrate and maintain the gateway.

1. Login to the gateway via SSH. Credentials can be found here.

2. Create a new folder: sudo mkdir /lib/firmware/bsp

3. Unzip the uploaded upgrade package: sudo unzip /dev/shm/<upgrade-package-name>.zip -d
[lib/firmware/bsp

4. (Optional) Remove the upgrade package to conserve space: sudo rm /dev/shm/<upgrade-package-
name>.zip
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Editing Configuration File

The configuration file tells the gateway where

General | Board Details Utilities Configuration Firewall Wireless Modem HM Alarm Log

the upgrade files are. The steps below will |
create the configuration file on the gateway. e s | s vt [ I

Compenent Version

1. Go to Board Details = SW Management tab

Find Upgrade Servers as shown in Figure-4.

3. Click on Read Server Config to see check for
any existing entries.

4. Verify the existing entries according to the
next slide. Add them if they do not exist via

N

Add Entry. e -
5. Click on Write Server Config to save these S
changes —
6. Click on Read Server Config to verify the feeoeon]

saved changes

Figure-6 Upgrade Servers
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Editing Configuration File (Continued)

The following entries are used when upgrading to the Universal BSP v7.0.x.
To edit an entry, double-click the field and copy-paste from the table below.

Type _Name ______JPath __

src/gz bsp file:///lib/firmware/bsp/bsp

src/gz gpio-fpga file:///lib/firmware/bsp/gpio-fpga

src/gz fe-fpga file:///lib/firmware/bsp/fe-fpga

src/gz networking-extra file:///lib/firmware/bsp/networking-extra
src/gz python-extra file:///lib/firmware/bsp/python-extra
src/gz utils file:///lib/firmware/bsp/utils

src/gz webserver file:///lib/firmware/bsp/webserver

Table-3 Upgrade Servers Entries for the Universal BSP (v7.0.x+)
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Initiating BSP Upgrade

This slide will detail the standard method for upgrading gateways.

Go to the SW Management tab.
2. Click on Read Upgradable option. It will list down all the packages which needs to be upgraded shown in

Figure-5.
* If no packages appear, ensure the files have been uploaded to the location corresponding to the paths

specified.
» By default, KonaFT will upload the files to /lib/firmware/bsp/

* To verify the location of files, SSH into the GW and run the command: Is /lib/firmware/bsp
3. A prompt showing the title BSP Upgrade Detected will appear. Click on YES to initiate the upgrade process

of BSP on the GW.
4. While BSP is upgrading, Upgrade status message will display the status of the process as shown in Figure-6.

=

Note: BSP Upgrade may take up to 15-30 minutes.

14
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Initiating BSP Upgrade (Continued)

BIST Results Performance 5W Management Backup and Restore Misc

Short List | |Read Versions Special packages detected, bulk upgrade /install operations disabled | Bsp Status |REad Upgradable| Read Installable. =~ Upgrade Al | Upgrade Selected

Component Current Version Mew Version &
30 ntp 4.2.8p13-r0-tektelic2 4.2.8p13-r0-tektelick
51  tektelic-add-users 1.3-r3 1.5-r24
52 syslog-ng 3.1%.1-r0.aragol-tektelicd 31%.1-rl.aragol-tektelic?
533  kona-network-monitor 0.19-r& 0.33-r19
54 curl T.64.1-r0 7.64.1-r0.tektelicd
55 strongswan-plugin-nonce 5.7.1-r0.aragod 5.9.8-r0.aragod-tektelicl
56 libopkgl 1:0.4 W7 BSP Upgrade Detected x| 1:0.4,0-r0-tektelic2
57 tektelic-hw-reset-tool 1.0.0 2.1.1-r0

B5SP Upgrade has been detected
58 packagegroup-core-boot 1.0-r Would you like to upgrade now? 1.0-r17-tektelic2
59 kernel-devicetree 1:3.1 | Ves I Mo 1:5.10.82-r16
|
60 tektelic-system-monitor 0.14-rx 2:0.25.0-r1
W

Figure-7 BSP Upgrade Prompt
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Initiating BSP Upgrade (Continued)

Preferences  Tools
General Board Details Utilities Configuration Firewall Wireless Modem HM Alarm Log

BIST Results Performance SW Management Backup and Restore Misc.

Special | . 1, bulk definstall i disabled | Bsp Status | ‘R.Ead Upgradable | Read Installable = Upagrade Al | Upgrade Selectsd
Component Current Version New Version 2

50 ntp 4.2.8p13-r0-tektelic2 4.2.8p13-r0-tektelicé

51 tektelic-add-users 13-13 1.5-r24

52  syslog-ng 3.19.1-r0.aragol-tektelicO 3.19.1-r0.arago0-tektelicT

53  kona-network-monitor 0.19-r6 0.33-r19

54 curl 7.64.1-10 7.64.1-rO.tektelich

55  strengswan-plugin-nonce 5.7.1-rl.aragod 5.9.8-r0.arago4-tektelicl

56 libopkg] [ BSP Upgrading in Progress 2 [1:040-r0-tektelic2

57 tektelic-hw-reset-tool Upgrading BSP from 3.04-r5to 5.1.1-r8 [R.1.1-r0
Do not turn off your board

The board may reboot several times

B

58 packagegroup-core-boot 0-r17-tektelic2

59  kemel-devicetree I :5.10.82-r16

60  tektelic-system-monitor 0.25.0-r1

<

Upgrade Servers

User Name: Pazsword: [ use authentication

Type Name Path Read Server Config

Remove Selected

Write Server Config

IP Address  10.7.7.225 SNMP V2c -

Polling Interval: O e
pe e [ s comects == LoRa
[ polion | [ Dootpa OKa
hostp [T =

communications

IUpgradmg BSP from 3.0.4-r3 to 5.1.1-r8 Do not turn off your board The board may reboot several times I

|GUISAW v0.47 |GPIO FPGA v 0x5007.30 |BSP v 204 | Agent vD.51

Figure-8 BSP Upgrade Status
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Initiating BSP Upgrade (Continued)

Upon the successful completion of the BSP upgrade, BSP Upgrade Succeeded message will be shown.

Preferences  Tools
General Board Details Utlites ~ Configuration ~ Firewall ~ Wireless Modem ~ HM Alarm  Log

BIST Results Performance SW Management Backup and Restore Misc

Short List Special k d d, bulk defi Il operations disabled | Bsp Status Read lIzbl Upgrade All = |Upgrade Selected

Component Current Version New Version ~
50 ntp 4.2.8p13-r0-tektelic2 4.2.8p13-r0-tektelich
51  tektelic-add-users 1.3-r3 1.5-124
52 syslog-ng 3.19.1-rD.aragol-tektelic 3.19.1-rl.arago0-tektelic?
53  kona-network-monitor 0.19-r6 0.33-r19
54 curl 7.64.1-r0 7.64.1-r0.tektelicO
55 strongswan-plugin-nonce 5.7.1-r0.aragod 5.9.8-rl.arago4-tektelic
56 libopkgl 1:04.0-rff = 1:0.4.0-r0-tektelic2
P X [ BSP Upgrade X
57  tektelic-hw-reset-tool 1.0.0-r2 21.1-r0
o BSP Upgrade succeeded
58 packagegroup-core-boot 1.0-r17- 1.0-r17-tektelic2
59 kernel-devicetree 1:3.12-44 1:5.10.82-r16
60 tektelic-system-monitor 0.14-r5 2:0.25.0-r1
v
Upgrade Servers
User Name: Password: [ Use authentication

Type Name Path Read Server Config

Remove Selected

Write Server Config

IP Address  10.7.7.225 SNMP V2  +

Part 161

Host IP Auto *  |Update Host IP

communications

@ = LoRa TEKTELIC

|GUIS/W 04T | GPIO FPGAY x5007.30 [BSPv3.04 |Agentvd51

Figure-9 BSP Upgrade Success Status

TEKTELIC Communications Ilnc. Confidential




Installation of Geo-location features

NOTE for Kona Gateways with Geo-location features:

 Starting from BSP 4.3.X, all BSP upgrade packages will include the files required for the Geo-location feature.
If you require files from a lower BSP version, please raise a ticket on https://support.tektelic.com

» After the upgrade files are uploaded to the gateway, below is the high-level procedure to install geo-
location features.

Use this guide and follow all the steps to upgrade BSP.
Click the Read Installable button located near the Read Upgradable button in the top right.

Select the row with “g

Install Success message will appear on bottom left corner upon successful installation.

I"

as the package name, then click Install Selected to install the package.

> w nhoe
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https://support.tektelic.com/

Installation of Geo-location features

Preferences  Tools
General Board Details Utilities Configuration Firewall Wireless Modem HM Alarm Log

BIST Results Performance SW Management Backup and Restore Misc

BspStatus | |Read Upgradable [Read Instalable| | Installal | [Instal Selected

Component Version L)

1 acmesh 2.8.9-tek0.0.1
2 aws-iet-securetunneling-localproxy 1.1.0-tektelic2
3 gl 2.0.0-r3
4 kona-pkt-forwarder-misc 6.0.3-r142
5  kona-pkt-forwarder-update-mac 6.0.3-r142
6 libbsdD 0.8.3-r0
7 libcorn-errd 1.44.5-r0
8 libestrD 0.1.11-r0
9 libevent 2.1.8-10
10 libfastjsond 0.99.8-r0
11 libgdbm-compatd 1.18.1-r0

. v
Upgrade Servers

User Name: Password: [[] Use authentication

Type Name Path * | |Read Server Config
1 srcfgz bsp file://flib/Firmware/bsp/bsp

2 srefgz gpio-fpga file://7lib/firmware/bsp/gpio-fpga Remove Selected
3 srofgz fe-fpga file:///lib/Firmware/bsp/fe-fpga w | [Write Server Config

IP Address |10.7.7.164 SNMP V2 T

Polling Interval: m —_—

Comected O [ R | LoRa TEKTELIC
Dootetea OKa L

Host IP Auto = Update Host IP — communications

|GUIS/WD.43 | FEFPGAY 1020 | GPIO FPGA v (x4B48.40 |BSPv5.18 |Agentv1.10.0

Figure-10 Geolocation package
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Conserving Gateway Space

When a gateway requires multiple BSP upgrades, you will need to remove the upgrade files and
backup created. This will ensure that the gateway will have enough space to create a backup and
perform the upgrade. If the gateway does not have enough space to perform an upgrade or
backup the system, the upgrade will throw an error and will not proceed.

Because each new BSP release may contain new versions of the packages, they will not overwrite
existing upgrade files. Hence, we will always recommend removing upgrade package and
associated files.

To check how much space you have on your gateway, run the following command: df
Generally, having 50% space free in ubiO:rootfs is enough to commence an upgrade.

root@kona—micro- s df
Filezystem 1K-blocks Used Available Usex Mounted on
256512 229888 26632 98¢ -

242764 12 2427052 a8 sdev
255168 184 255864 B8 srun

65536 492 65844 1z Avarsvolatile
192852 14136 173888 &z svarslib-logs

Figure-11 SW Management tab
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Conserving Gateway Space (Files)

The files and upgrade package can only be removed through SSH.

When a package is uploaded through KonaFT, the package is uploaded to the directory /dev/shm
* |If the Decompress option is ticked, the gateway will automatically remove the upgrade
package.

* Toremove the upgrade package, run the following command: sudo rm /dev/shm/<upgrade-
package-name>.zip

All BSP upgrade files can be found in the following folder: /lib/firmware/bsp
* Toremove the upgrade files, run the following command: sudo rm -rf /lib/firmware/bsp
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Conserving Gateway Space (Backups)

Backups are always created as part of the BSP upgrade process. When doing multiple intermediate
upgrades, backups should also be removed to conserve space.
Backups can be removed through 2 methods: SSH or KonaFT.

SSH:

1. Loginto the gateway via SSH.

2. See the list of available backups: Is /backup

3. Remove backups as desired: sudo rm -rf /backup/<Three digit backup index>

KonaFT:

Connect to the gateway.

In the top row of tabs, select Board Details.

In the row of tabs slightly below, select Backup and Restore.

Under Restore, select Update Table.

A list of backups will now appear. Click one and then select Delete Selected to delete the backup.

s wnN e
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Conserving Gateway Space (Backups)

3 KonaFT - O X

Preferences  Tof

Board Details

BIST Resuits Performance SW Managen

General

tilities Configuration Fire:

Backup and Restore

‘ and Restore Status | Backup Error Reason
Restore é
—
Update Table r ' Selectsd r'*l Delete Selected I Compare Selected

Date Description

ireless Modem HM Alarm Log

Misc

0 2023-05-19T20:49:35 dist-upgrade: before updating from BSP 3.0.4-r3 to 4.0.2-r7

Backup

Description | | Start Backup

1P Address 10.7.7.233 | [SNMPVZc v
Polling Interval: —_—
o LoRa
[ bo Not Poll . ]
Host A |UpdateHostIp| = communications

|GUISAW D47 |GPIO FRGA Y 0x500730 [BSP¥51.1 |Agentv1.15.0

Figure-12 Deleting Backups
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Best-In-Class, Carrier Grade &
Most Cost Effective

Portfolio of Gateways, Network Server,
Sensors & Applications
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