
TEKTELIC CORE NS to

AWS IoT Integration



• Reference guide to connect TEKTELIC CORE NS to AWS IoT Core through Integration.

• Requirements:
1. AWS IoT Core account
2. TEKTELIC CORE NS account
3. Scripts and miscellaneous files
4. Latest version of Python 3
5. Code editor to install required Python packages
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Prerequisites

You are required to download files found in the article of this guide.

Please ensure that you have the following accounts prepared:
• AWS IoT Core
• TEKTELIC CORE Network Server
If you do not have a TEKTELIC CORE Network Server account, please raise a ticket on the support 
portal.

https://support.tektelic.com/portal/en/kb/articles/tek-ns-aws-integration
https://support.tektelic.com/
https://support.tektelic.com/
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AWS IoT Core Setup

1. Navigate to AWS IoT Core / Manage / Things and select Create Thing
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AWS IoT Core Setup (cont.)

2. Select Create Single Thing
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AWS IoT Core Setup (cont.)

3. Choose a name for AWS IoT Thing. The purpose is to give permission for TEKTELIC CORE NS to send 
uplink data. Then click Next.
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AWS IoT Core Setup (cont.)

3. Select Auto-generate a new certificate. This option is selected by default. Then click Next.
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AWS IoT Core Setup (cont.)

4. Create a Policy using the JSON policy template in the attachments (policy_template.txt):
Note: Replace region with the correct region name (e.g. us-west-2) and account number (12-digits).
e.g.: "arn:aws:iot:us-west-2:123456789102:topic/*"
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AWS IoT Core Setup (cont.)

5. Select the newly created Policy and finalize by selecting Create Thing
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AWS IoT Core Setup (cont.)

6. Download the certificates and keys to allow 
TEKTELIC CORE NS to connect to AWS IoT.

Files required:
• Device Certificate
• Private Key File
• CA, CA3 Root CA Certificates (this will be 

merged into a single file later).
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AWS IoT Core Setup (cont.)

7. Navigate to the Settings tab in AWS IoT to reveal the Device Data Endpoint. This will be used as 
the hostname in the next section.
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TEKTELIC CORE NS Setup

NOTE: Creating an Integration with x509 certificate is available through API only.

As a reminder, this section will require the following:
• Latest version of Python 3
• Code editor to install required Python packages

API References will be provided in the attachment “api_reference.txt”.

The script will prompt the user to enter the TEKTELIC CORE NS region, username, password, 
application name, data-converter name, and the AWS Device data endpoint. When successful, an 
MQTT/HTTP integration will be created on TEKTELIC CORE NS.

After the integration is created on TEKTELIC CORE NS, you can subscribe to the topic using the MQTT 
Test Client on AWS IoT to view the uplink data from the devices.
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TEKTELIC CORE NS Setup (cont.)

1. Install the required packages in the code editor: pip install requests
2. Insert certificates into the script.

a. Combine Amazon Root CA1.pem and CA3.pem and copy it into the “caCertificate” field.
-----BEGIN CERTIFICATE-----
<contents of CA1.pem>
-----END CERTIFICATE-----
-----BEGIN CERTIFICATE-----
<contents of CA3.pem>
-----END CERTIFICATE-----

b. Copy the contents of the “-certificate.pem” file key to the “clientCertificate” field.
c. Copy the contents of the “-private.pem” file key to the “clientPrivateKey” field.

3. Execute the script.
a. Navigate to the folder of the script.
b. Execute the script with the following command: python <mqtt/http>_aws_integration.py
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